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Methodology
For this report, Kapronasia conducted both primary and secondary research on the 2024 Fintech trends 
in Asia Paci�c to obtain the most relevant insights from the industry. Secondary research included, but 
was not limited to, market intelligence reports and studies by industry experts and professional services 
networks, white papers, educational materials, media articles, and marketing collateral. Primary research 
included interviews with relevant players across the ecosystem, including �nancial institutions, �ntechs, 
and industry experts.
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This is now our 14th annual Top-10 Asia Fintech Trends report and its one of our best. Our annual �ntech 
trends report is always one of our favorite as we can have a bit of fun, but at the same time, be �rm about 
our projections and �tell it like we see it� without holding back our thoughts or views on the market.  

This year is no di�erent as the �nancial services industry enters 2024 on steadier footing after weathering 
signi�cant shocks over the past several years. The volatile swings that characterized crypto, digital 
banking, and other emerging areas seem to have stabilized. Now the focus is shifting to deliberately 
using technology to provide customers lasting value rather than chasing the next big fad. 

Unbridled growth is out, pro�tability in.  

Financial inclusion advances in key developing markets across Asia as long-envisioned use cases start 
coming to fruition. Partnerships also gain momentum as players realize the bene�ts of collaboration 
over disruption. There is renewed optimism around technology that solves real problems rather than 
technology for its own sake.   

In this year�s report, we analyze 10 (actually 11) trends that showcase the �nancial industry�s ongoing 
digital evolution. The �nancial services indsutry continues marching toward an integrated, technology-
enabled future; but it is no longer a blind charge as realism tempers the pace. Emerging areas like 
embedded �nance and open data build on recent hard lessons by emphasizing sustainable gains over 
hype-fueled bubbles. 

As always, we remain dedicated to clear-eyed analysis that cuts through sales pitches to determine 
what is actually happening on the ground. Some trends re�ect that optimism still exists in areas like 
AI, while acknowledging the complexity of translating that potential into reality. Other trends, like the 
continued growth of digital currencies, come with appropriate notes of caution given recent volatility.  

We aim to paint an honest picture of the �nancial services landscape to help our clients navigate ongoing 
change. Thank you for accompanying us on this journey as we embark on our 14th year of tracking 
�ntech in Asia Paci�c. We appreciate your readership and trust, and hope you continue �nding value 
in these annual reports. 

Introduction 

Zennon Kapron 

Kapronasia,  
an Atlas Technologies Group Company
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Southeast Asia’s complex and disparate 
�nancial ecosystem has historically hindered 
the development of seamless cross-border real-
time payments despite nearly every country 
in ASEAN having domestic real-time payment 
infrastructure. Notwithstanding the ASEAN bloc�s 
focus on payment innovation, varying currencies, 
regulations, and technologies have prevented 
regional agreement. The lack of cohesion around 
a regional solution has led to many bilateral 
relationships, which is not ideal. Open Banking 
might be set to help.

As Open Banking develops across the region, we 
should start to see regional collaboration and 
coordination on enabling regional interoperability 
through common data standards and Application 
Programming Interfaces (APIs) for cross-border 
open banking transactions. This allows real-
time exchange of �nancial information between 

Open Banking: The Catalyst to Unlocking  
Real-Time Regional Payments in Southeast Asia 

institutions across borders, which would help 
to remove cross-border friction as common API 
frameworks and standardized data formats would 
facilitate national payment infrastructure links. 

These standards would provide the plumbing for 
real-time transaction details and rapid settlement. 
Exploring innovative models can further grease 
the wheels of regional payments � shared liquidity 
pools with centralized currency conversion 
smooth volatility across currency corridors. New 
settlement assets like blockchain-based stablecoins 
provide a standardized regional unit of exchange 
and settlement. A regionally accepted stablecoin 
running on an existing public blockchain or even 
a private one would also avoid arguments over 
infrastructure ownership, settlement currency, and 
rules that have hindered any regional agreement 
in the past. 
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The Cumulative Impact of  
Digitization and Online Shift

The relentless pace of digitization in the �nancial 
industry brings many cyber threats. As more 
�nancial services migrate online, the attack surface 
for cyber threats widens, making institutions 
more vulnerable to sophisticated cyber-attacks. 
The integration of advanced technologies like 
AI, blockchain, and cloud computing, while  
beneficial, also adds complexity to the  
cybersecurity landscape. This complexity, 
combined with the vast amounts of sensitive data 
handled by �nancial institutions, makes the sector 
a prime target for cybercriminals.

The growth in computational power enables 
�nancial institutions to process data at incredible 
speeds and gives cybercriminals potent tools to 
exploit vulnerabilities. As computing capabilities 
continue to advance, so do cyber attackers’ 
techniques, making traditional cybersecurity 
measures insu�cient.

Asia’s �nancial sector faces unique cybersecurity 
challenges. The region’s diverse economic 
landscape, varying levels of digital maturity,  
and di�ering regulatory environments create a 
complex cybersecurity terrain. Furthermore, 
the rapid digital �nancial inclusion e�orts in 
emerging economies of Asia signi�cantly increase 
cybersecurity risks, as new entrants into the 
digital �nancial realm may lack awareness and 
preparedness against cyber threats.

Several critical trends and potential threats for this 
year include, but are not limited to, an increased 
reliance on arti�cial intelligence by attackers, 
a surge in fraudulent activities targeting direct 
payment systems, widespread adoption of 
Automated Transfer Systems (ATS), the spread 
of Brazilian banking trojans on a global scale, and 
the ongoing evolution in the strategies employed 
by ransomware attackers.3 

Reassessing Cybersecurity Strategies

In light of these evolving challenges, �nancial 
institutions and other Asian market participants 
must adopt a more proactive and comprehensive 
approach to cybersecurity. This involves deploying 
advanced technological defenses and fostering a 
robust cybersecurity culture within organizations. 
Regular risk assessments, employee training, and 
adopting a �security-�rst� approach to developing 
digital �nancial products are essential.

Collaboration among financial institutions, 
technology providers, and regulatory bodies 
is crucial in strengthening the cybersecurity 
framework. Sharing intelligence on emerging 
threats and best practices can signi�cantly enhance 
collective defense mechanisms. Additionally, 
compliance with regional and global cybersecurity 
regulations and standards will be paramount. 
Financial institutions must stay abreast of 
evolving regulatory requirements to ensure their 
cybersecurity measures are current.

Conclusion

In 2024, the imperative for stringent cybersecurity 
measures in Asia�s �nancial sector cannot be 
overstated. The cumulative impact of increased 
digitization, enhanced computing power, and the 
shift to online platforms elevate the risk of cyber 
threats to a critical level. Financial institutions and 
market participants must fortify their cybersecurity 
infrastructure and cultivate an environment of 
continuous vigilance and adaptation to counter 
these evolving threats e�ectively. Cybersecurity 
is no longer just a component of the operational 
strategy; it is a fundamental aspect that will de�ne 
the resilience and trustworthiness of �nancial 
institutions in the digital age.

3 Kaspersky, �Crimeware and financial cyberthreats in 2024,� Nov 2023, 
https://securelist.com/kaspersky-security-bulletin-crimeware-financial-
threats-2024/111093/
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Generative Artificial Intelligence (AI):  
The Normal Normal in Asia�s Banking Sector
In 2024, generative AI will become a mainstream 
technology for banks across Asia, building upon 
the foundational understanding and applications 
established in 2023. This advancement represents 
a signi�cant shift in the banking industry. AI is 
no longer just an innovative tool but an integral 
part of addressing various challenges, from 
streamlining operational processes to enhancing 
wealth management services.

2023: The Year of AI Acclimatization

In 2023, AI emerged as a critical focus for the 
banking industry, with companies and individuals 
exploring its capabilities and potential applications. 
This period of acclimatization laid the groundwork 
for understanding how AI can be leveraged 
e�ectively within the �nancial sector, setting the 
stage for more advanced implementations.

As generative AI becomes more prevalent in 2024, 
banks across Asia are integrating this technology 
to revolutionize their operations and customer 
service. AI-driven systems automate routine tasks, 

analyze large datasets for insights, and provide 
personalized customer experiences. In wealth 
management, AI enables more sophisticated and 
tailored investment strategies, utilizing vast market 
data to inform decision-making processes.

The Ethical Dimension and Regulatory 
Landscape

However, the widespread adoption of AI in banking 
brings signi�cant ethical considerations. Issues 
such as transparency, explainability, bias in AI 
algorithms, and the impact on employment are 
prompting important discussions. As a result, 
governments and regulatory bodies across Asia are 
stepping in to develop frameworks that ensure the 
responsible use of AI in banking. The appropriate 
guardrails around the use of customer data are also 
essential and will likely be a critical consideration 
for banks. Regulations and controls will be crucial 
for maintaining consumer trust and safeguarding 
against potential abuses of the technology.
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Biometric Boom:  
Facial Recognition Goes Mainstream

The Advent of Biometrics In Asia

A con�uence of rapid technological advancements, 
government backing, and a cultural receptiveness 
to tech innovations marks Asia�s leap into the 
biometric era. Nations like China, India, and 
Singapore are envisioning and living the reality 
of facial recognition technology. This technology�s 
impact is profound in the �nancial sector, o�ering 
innovative ways to interact with banking services.

Financial institutions across Asia are increasingly 
weaving facial recognition into their services  
from ATMs that allow cash withdrawals via 
facial scans to online banking platforms o�ering 
enhanced security measures. Such integration 
responds to the need for secure, e�cient banking 
experiences, pivoting away from traditional, 
less secure methods like personal identi�cation 
numbers (PINs) or passwords.

In India, the Uni�ed Payments Interface (UPI) 
has incorporated biometrics to enhance security 
and ease of transactions. When a user initiates 
a UPI transaction, they can opt for biometric 
authentication instead of, or in addition to, a PIN. 
The user’s biometric data is then matched with the 
data stored in a secure database (like the Aadhaar 
database if linked). If the match is successful, the 
transaction is approved. This system not only 
strengthens security by ensuring that the account’s 
rightful owner is conducting the transaction but 
also simpli�es the process for users who may �nd 
remembering PINs challenging.  

If you traveled extensively in 2023, you likely observed the widespread integration of biometrics  
in airports worldwide. Traditional tickets have given way to facial recognition systems in numerous 
U.S. airports. For instance, Global Entry members landing at Newark Airport can breeze through  
security simply with a facial scan. Similarly, in Singapore, returning residents can go through a near 
touchless, sta�ess immigration process by scanning their passports and undergoing a facial recognition 
check for entry.

The landscape of biometric technology, particularly facial recognition, has undergone a transformative 
change in Asia, seamlessly integrating into various facets of daily life, from airports to banks and even 
payment for street vendors. Indicative of the take up of the technology across the region, Mastercard 
and the Japanese technology group NEC plan to launch a store checkout system using facial recognition, 
starting with trials this year in potential markets like Singapore, Indonesia, and elsewhere in Asia.5  
This widespread adoption heralds a new era of convenience in �nancial transactions and brings 
signi�cant data protection and privacy concerns to light.

5 Tsubasa Suruga, NikkeiAsia, �Mastercard to let Asian shoppers pay with a quick 
face scan,� Dec 2023, https://asia.nikkei.com/Business/Technology/Mastercard-
to-let-Asian-shoppers-pay-with-a-quick-face-scan
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Bene�ts and Opportunities

Biometrics in �nance promise heightened security 
and convenience. Using unique biometric data, 
the technology presents a more robust barrier 
against identity theft and financial fraud. 
Customers enjoy quicker transaction processes, 
free from remembering multiple passwords or 
carrying several identi�cation forms. Additionally, 
banks can o�er personalized services, instantly 
recognizing customers to cater to their speci�c 
needs, enhancing overall customer satisfaction. 
These systems streamline banking processes on 
the operational front, reducing time and resources 
spent on manual veri�cations.

Challenges and Concerns

However, the rapid adoption of biometrics in 
�nance has challenges. Privacy concerns top the list, 
with apprehensions about how banks handle and 
store sensitive data. In many Asian countries, data 
protection laws are still in their infancy compared 
to regions like Europe, raising questions about the 
con�dentiality of personal biometric information. 
Technological limitations, such as accuracy across 
diverse populations and algorithmic biases, pose 
signi�cant hurdles. Moreover, ethical concerns 
about surveillance and diminishing anonymity 
in public spaces are growing, demanding a careful 
balance between security and privacy.

Regulatory Responses

In reaction to these emerging challenges, Asian governments and regulatory authorities are starting to 
frame laws and guidelines to regulate biometric technology use. For instance, Singapore’s guidelines 
on AI and data analytics in �nancial services are a step towards responsible biometric data use. Other 
countries in the region also recognize the need for regulations that protect consumer interests while 
not sti�ing technological advancement.

The future of facial recognition in Asia’s �nancial sector is set to expand further. Innovations like 3D facial 
recognition and enhanced liveness detection are being developed to overcome limitations. As regulatory 
frameworks mature, more standardized practices ensuring ethical biometrics use are expected to emerge.

The integration of facial recognition in Asia’s �nancial services signals a pivotal shift towards a more 
secure, e�cient, and customer-centric future. However, this transition is not without its challenges. 
Balancing enhanced security and convenience with the imperative need to protect individual privacy 
and data will be crucial. The sustainable adoption of facial recognition technologies in �nance will hinge 
on collaboration among technology providers, �nancial institutions, regulators, and consumers, shaping 
a secure �nancial landscape that respects individual rights and fosters innovation.
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Cash: Still King in Parts of Asia
Although the narrative in the �nancial industry 
is that digital is better, that is not always the case. 
Many rural economies across Asia operate on 
a largely informal and cash basis. A few factors 
are driving this. Firstly, there is often a lack of 
infrastructure to support cashless payments,  
such as limited internet access or banking 
services. Secondly, the rural populations often 
have a general distrust or lack of familiarity with  
digital payment systems. Additionally, the  
informal nature of many businesses in rural 
areas lends itself to cash transactions, which are 
perceived as more straightforward.

However, the primary challenge of going cashless 
is the digital divide � the gap in access to digital 
technologies and internet connectivity between 
urban and rural areas. Technology infrastructure, 
or even more basic infrastructure like electricity, is 
limited or fragile in many markets. 

In 2023, we were in-country for a �eld visit on a 
project with the Solomon Islands Central Bank. 
The Solomon Islands, located in the South Paci�c, is 
an archipelagic state comprising over 900 islands. 
This country is known for its diverse topography, 
which includes mountainous regions, low-lying 
coral atolls, and dense rainforests. Honiara, situated 
on Guadalcanal Island, is the capital and the largest 

city, serving as the administrative and economic 
center of the country. The economy is primarily 
based on subsistence agriculture, �shing, and 
forestry, with a growing focus on tourism. 

The country is also nearly wholly powered by diesel 
fuel. Think about that for a minute.

Regularly, large tankers come in from Singapore or 
Australia and �ll up storage facilities where diesel 
fuel is burned. Regular blackouts and disruptions 
in shipping lines can be catastrophic. Although 
the solar power industry is gradually developing, 
the cost is prohibitive. When the Tina River 
Hydropower Development Project, supported 
by many international development agencies, is 
complete, nearly 70% of Solomon Islands� power 
will come from renewable and consistent sources. 

Until that project is �nished, the power grid in  
the Solomons remains incredibly fragile. During 
our trip, during a discussion at a cafØ, the electricity 
went out, as did our cell signal. Suddenly, cash  
was king again as cards and phones became 
useless. These are problems that Solomons�  
central city, Honiara, faces; the challenges of 
infrastructure and connectivity are even more 
stark in the remote islands.
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FinLit Goes Viral:  
Revolutionizing Financial Education in  
Asia with Gamification and Influencers

Gami�cation: A New Era of Financial 
Learning

Gami�cation and behavioral nudges are key to 
engaging customers, fostering sustainable �nancial 
behaviors, and advancing social development. The 
transition to gami�ed �nancial learning marks a 
departure from conventional methods, injecting a 
fun and interactive dimension into what is often 
seen as an intimidating subject. For example, Visa’s 
"Mind Your Ringgit" in Malaysia o�ers a web-based 
game that simulates real-life �nancial scenarios, 
from digital payments to investment strategies, 
thus simplifying complex �nancial concepts for 
younger audiences.7

The "Money Coach" feature in ICICI Bank’s iMobile 
app is another example of e�ective gami�cation in 
�nancial literacy. It engages users with challenges 
and scenarios to encourage saving, allowing them 
to set and track �nancial goals while earning 
rewards and badges for their achievements.8  

Meanwhile, DBS Bank�s �Digibank� app utilizes 
gami�ed features like virtual badges, scores, and 
leaderboards to promote saving habits.9

These apps and others like them leverage 
interactive scenarios, challenges, and reward 
systems to maintain user engagement,  
making financial literacy appealing and  
enjoyable for a generation that is inherently tech-
savvy and digital-�rst.

The Role of Influencers in Financial 
Education

As well as gamification, influencers are also 
increasingly becoming pivotal in financial 
education. Their ability to break down complex 
�nancial concepts into digestible, engaging content 
makes them powerful educators for the digital age. 

6 Kirk Kenny, CNA, �Commentary: We need to make students smarter about 
money,� Aug 2023, https://www.channelnewsasia.com/commentary/children-
generation-alpha-finance-education-literacy-money-cashless-digital-tiktok-
school-3692451 
7 Campaign, �Visa gamifies financial literacy in Malaysia,� Nov 2020, 
https://www.campaignasia.com/article/visa-gamifies-financial-literacy-in-
malaysia/464627 
8 Lotte Schou-Zibell and Swati Chowdhary, ADB, �Banking on Fun: How 
Gamification and Nudges Can Foster Sustainable Finances,� https://blogs.adb.
org/blog/banking-fun-how-gamification-and-nudges-can-foster-sustainable-
finances 
9 Smartico, �Gamification Strategies for Banks Targeting Young Adults,� Oct 2023, 
https://smartico.ai/gamification-strategies-banks-young-adults/

Through various formats, such as vlogs, webinars, 
and interactive sessions, in�uencers are making 
�nancial education more accessible and relatable.

For example, in�uencers use their platforms to 
discuss practical �nancial topics, ranging from 
managing personal budgets to more complex issues 
like investment strategies and understanding 
market trends. Their relatable approach and use of 
layperson’s terms help demystify �nancial jargon, 
making it easier for young audiences to grasp 
complex concepts. This is particularly true on social 
media platforms, which have become signi�cant 
sources of �nancial advice for Generation Z. The 
rise of "�n�uencers" � �nancial in�uencers with 
large followings � is noteworthy. 

In today’s Asian financial landscape, the need for improved financial literacy among young  
people is paramount. Traditional educational methods are evolving, with gami�ed apps and  
in�uencer-led initiatives leading the charge. These modern tools are reshaping �nancial education, 
making it more interactive, accessible, and pertinent for today’s young people. Given that Asia is home 
to 60% of the world’s youth, the region faces a pressing need to excel in �nancial literacy education.6 

The implications are signi�cant.
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Challenges and Opportunities

While these innovative financial education 
methods are engaging, they present challenges. 
One of the foremost challenges in in�uencer-led 
�nancial education is the accuracy and reliability 
of content. There is a concern that in�uencers, 
often lacking formal �nancial training, might 
inadvertently spread misinformation. This  
has prompted regulatory bodies across Asian 
countries to scrutinize influencer content 
more closely to prevent the dissemination of  
misleading �nancial advice. 

Another signi�cant challenge is the digital divide. 
While gami�ed apps and social media platforms 
are highly e�ective in urban, well-connected areas, 
their reach and accessibility can be limited in rural 
or less developed regions, potentially leading  
to uneven �nancial literacy levels among di�erent 
demographics. Additionally, there’s the issue  
of engagement versus depth in learning.  
While gami�cation and social media content are 
adept at capturing users’ attention, the challenge 
lies in ensuring that this engagement translates 
into meaningful knowledge. The risk is that  
users may perceive these platforms more as  
sources of entertainment rather than educational 
tools, resulting in a super�cial understanding  
of �nancial concepts.

Despite these challenges, gamified apps and 
influencer-led campaigns offer significant 
opportunities. The adoption of gami�ed apps and 
in�uencers in �nancial education provides several 
distinct advantages, including broader reach and 
engagement. These modern tools have proven their 

appeal, particularly among younger audiences,  
as evidenced by the high download rates and  
usage of �nancial literacy apps. This indicates 
a growing interest in these innovative learning 
formats over traditional methods. 

Moreover, these digital platforms provide tailored 
learning experiences. For instance, gami�ed apps 
can adjust their difficulty levels and content 
to match the user’s progress, o�ering a more 
personalized educational journey. Another key 
bene�t is the capacity for real-time updates and 
relevance. Given the rapidly evolving �nancial 
landscape, these tools can quickly incorporate 
current �nancial trends and scenarios, ensuring 
that the education provided is timely and pertinent. 

Additionally, these platforms o�er data-driven 
insights for continuous improvement. The 
extensive user data collected can be analyzed  
to enhance the effectiveness of financial 
literacy programs. Metrics on user engagement,  
for example, can reveal which topics or  
methods resonate more effectively, allowing  
for ongoing refinement and enhancement of  
the educational content.

The integration of gami�cation and in�uencer-
driven strategies in �nancial education marks 
a transformative era in how �nancial literacy is 
imparted among Asian youth. These approaches 
are not just about making �nance fun; they are 
about adapting �nancial education to the needs, 
habits, and preferences of a digitally native 
generation, thereby preparing them for a more 
�nancially responsible and empowered future.
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Barriers to Fintech Adoption Among the 
Elderly in Japan

Japan’s aging population faces several obstacles 
in adopting fintech. Primary among these 
are security concerns, as older adults often 
apprehend the safety of their funds and personal 
information in digital formats. The perceived 
complexity of fintech applications can be 
overwhelming for this demographic, who are 
more accustomed to traditional banking methods.

A significant portion of Japan�s elderly 
population lacks digital literacy, posing a 
substantial hurdle in adopting �ntech solutions. 
Resistance to change from established �nancial 
habits also plays a role, with many seniors 
preferring the tangibility and familiarity of cash 
transactions and in-person banking services.

Trust in traditional banks and physical currency 
remains strong, making it di�cult for �ntech 
companies to win over elderly customers. 
Isolation and accessibility issues, especially 
for those living in rural areas or with mobility 
issues, compound the challenge, as these 
individuals may �nd it di�cult to access both 
physical banking services and digital alternatives.

Engagement with �ntech and digital transactions 
is considerably lower among the elderly than 
younger demographics. This gap highlights 
the need for targeted strategies to increase 
�ntech adoption among seniors, considering 
the unique cultural, technological, and social 
factors that in�uence their �nancial behaviors.

Bridging the Gap: Catering Fintech to 
Seniors in Japan

To e�ectively integrate Japan’s ageing population 
into the �ntech revolution, strategies must be 
developed to address seniors’ unique needs and 
concerns. This includes creating simpli�ed user 
interfaces with larger fonts, clear instructions, and 
easy navigation. Incorporating voice recognition 
technology can also aid seniors who may struggle 
with typing or navigating through touchscreens.

Enhancing security protocols is crucial to gaining 
the trust of the elderly, who are often concerned 
about online fraud and scams. Transparent 
communication about security measures and 
clear instructions on safe usage can help alleviate 
these fears. Implementing advanced fraud 
detection systems and o�ering prompt customer 
assistance in case of security breaches can further 
encourage seniors to adopt �ntech solutions.

Educational initiatives such as workshops and 
training sessions focused on improving digital 
literacy among seniors can empower them to use 
�ntech applications con�dently. Collaborating 
with local community centers and senior clubs 
to provide hands-on training and support 
can e�ectively reach a wider elderly audience.




















