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different strategies for different types of fraud, 
often deploying a combination of tactics - a shell 
company, the use of money mules and document 
forgery - to conduct their activity. Firms seeking 
to reduce fraud must bear in mind that each tactic 
may require different controls or combinations of 
controls, meaning that focusing on one control area 
alone will not be enough. 

Fraud prevention is not a one-size-fits-all exercise; 
it is a dynamic and multifaceted strategy that 
demands a holistic approach. Firms must address 

fraud throughout the entire customer lifecycle and 
across various control domains, to identify potential 
issues and address weaknesses and gaps. It is 
crucial to recognise that a specific control, while 
effective against a particular type of fraud, may not 
necessarily provide adequate protection against 
other forms of fraudulent activities.

Strengthening your fraud defences
Adaptive detective and preventive controls at every 
stage of the customer journey will build a proactive 
defence against the ever-evolving landscape of 
fraud and stop both fraudulent transactions and 
mule accounts in their tracks.  But the key is to 
remember that no one individual control will make 
a difference across the fraud spectrum - deploying 
a combination of behavioural, detective and real-
time monitoring controls across the customer 
lifecycle will all contribute to weeding out that 
corporate account being used to receive the 
proceeds of fraud, or the credit card opened with 
a stolen identity, or the account that has been 
subject to account takeover. Below we outline the 
core components that financial institutions need 
to be thinking about when assessing their fraud 
vulnerabilities and controls.

1.	Start with the right foundations

Tackling fraud isn’t a one-step process or even 
a discrete component of an anti-financial crime 
programme. It is important to get the foundations 
right, which means starting with a clear fraud risk 
assessment and a defined risk appetite statement. 
Unlike other areas of financial crime, it is easier to 
put a tangible financial cost against fraud risk. This 
can help define your risk appetite statement, drive 
priorities and help manage resource allocation. 

Firms gain insight into their fraud vulnerabilities 
by assessing their exposure to specific types 
of fraud, pinpointing gaps in existing controls, 
establishing risk tolerance, implementing targeted 
solutions for specific issues, and continually 
refining the strategies through iterative processes. 
It is not enough to have two line items in your risk 
assessment - one focusing on internal fraud and 
the other on external fraud - and listing a range 
of generic controls. A risk assessment should 
involve a comprehensive understanding of potential 
weaknesses to different fraud types, a careful 
examination of control deficiencies, and a clear 
articulation of the organisation’s risk tolerance. 

Bringing together a holistic 
understanding of different 
types of fraud, how they 
are evolving, how they 
overlap and what the 
controls are that deal with 
that type of behaviour is 
essential.

Kathryn Westmore, Senior 
Research Fellow, RUSI
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Fraud is a numbers game

Fraud is often conducted at scale; firms are facing 
large scale industrial attacks using efficient and 
sophisticated models which are hard for analysts 
to detect with the human eye alone. This can 
occur via ‘retail’ fraud-as-a-service models which 
distribute editable fraud templates on platforms like 
social media and online marketplaces. It can also 
be seen in more mature, sophisticated, startup-
like operations. These enterprises use automation 
and iterative experimentation to bypass controls, 
enabling organised crime at an unprecedented 
scale. 

To combat this, financial institutions must deploy 
comparative systems that assess all incoming 
documents and associated behaviours. While 
human oversight remains crucial, it needs to be 
complemented by advanced technology capable 
of identifying and clustering related fraudulent 
activities.  Humans alone  cannot detect all 
types of fraudulent documents, particularly with 
unstructured documents, such as utility bills 
or bank statements. It is more challenging to 
achieve consistent manual results across multiple 
jurisdictions and languages against sophisticated 
document templates. Scalable and faster solutions, 
such as AI-led document forgery detection models, 
can remove friction, reduce human intervention, and 
increase automation. 

Case Study: 
Fighting fire with fire

Challenge 
A global B2B payments provider experienced attempts to bypass multiple onboarding checks 
using AI. This included the generation of fake faces for ID and liveness checks and generation 
of text in the application forms.

Solution 
The implementation of advanced AI technologies designed to fight AI-enabled fraud was a 
key tool for this firm. By being able to distinguish fraudulent profiles through ID and liveness 
checks, the model was able to filter out non-existent entities, identifying discrepancies and 
inconsistencies that indicated fraudulent behaviour. 

Outcome 
Document fraud detection found 0.5% of application forms had repeated generated copy - 
given the hundreds of thousands of applicants a month, this created a significant positive 
impact in weeding out false applications.

Continued overleaf
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Data can play a huge role - and remember, you 
can get started with minimal data; it’s an iterative 
process, you don’t have to wait until you have 
‘perfect’ data, and new data points can be added 
as they become available. Firms should start by 
having a clear view on what data they have access 
to, then assess what types of data they need to 
start collating, to build this into the fraud control 
framework over time. They don’t need to change it 
all over night, but a plan and direction on how to get 
there will help.

Busting that myth that you need perfect data or 12 months worth of data 
for example to do anything with AI, helped us to start small there and 
think about how we wanted to move on from that and use AI elsewhere in 
our detections.

Billy Pinder, Global Head of Transaction Monitoring, Currencycloud

Technology will be such 
a big part of how to 
manage fraud risk due 
to the sheer scale of the 
current problem - you need 
investment for the right 
tools and people, including 
data scientists.

Helena Wood, Head of 
Public Policy and Strategic 
Engagement, Cifas

Fraud profile:  
The use of money mules

We can’t talk about fraud without highlighting 
the role of money mules. Typically, vulnerable 
individuals are targeted as money mules, 
drawn in by scams such as jobs offering 
promising quick and easy money. Either 
knowingly or unknowingly, the money mules 
offer criminals access to their bank account 
to receive the proceeds of fraud, and quickly 
disperse receipts to other accounts, often  
in different countries. Money mules play  
a crucial role in cashing out the proceeds  
of fraud, and it is the ease with which they 
are doing so that creates a problem in 
tackling fraud. 








