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Information

Attention
This document, written by ANSSI, is entitled "Recommandations de sécurité pour un 
sys- tème d'AI générative" (Security recommendations for a generative AI system). It 
can be downloaded from cyber.gouv.fr.
It is an original ANSSI production, licensed under the "Open License v2.0" published by the 
Etalab mission.
In accordance with the Open License v2.0, the document may be freely reused, provided 
that its authorship is acknowledged (source and date of last update). Reuse includes the 
right to communicate, disseminate, redistribute, publish, transmit, reproduce, copy, adapt, 
modify, extract, transform and exploit, including for commercial purposes. Unless otherwise 
stipulated by law, the recommendations are not prescriptive; they are provided "as is" and 
are adapted to the threats present at the time of publication. Given the diversity of 
information systems, ANSSI cannot guarantee that this information can be used without 
adaptation on the target information s y s t e m s .  In all cases, the relevance of the 
implementation of the elements proposed by ANSSI must first be validated by the system 
administrator and/or the people in charge of information systems security.
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1
Context

1.1 Introduction
Artificial intelligence (AI) has long been a theme in the field of re- search, but the possibilities 
offered by computing power and massive data processing have opened up new opportunities. 
Among these, there has been a boom in products that can generate an answer to a question 
formulated in natural language from a model trained on very large volumes of data. These AI 
models are generally referred to as Large Language Models (LLMs) and fall into the category of 
generative AI (see definitions in section 1.2).

The recent craze for these products and services, some of which are now readily available to the 
general public, has prompted organizations (companies, administrations) to consider the 
potential productivity gains that could result.

While this technology opens up new perspectives in the organization of work, it requires vigilance and 
caution when it comes to deployment and integration into existing information systems. Indeed, 
the deployment of generative AI tools generates new threats that can have a significant impact, 
for example on the confidentiality of the data they process, but also on the integrity of the 
information systems with which they are connected.

The purpose of this document is to provide safety recommendations for the implementation of 
generative AI solutions based on LLMs within public and private entities.
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1.2 Definitions

Generative AI
Generative AI is a subset of artificial intelligence, focused on the creation of models that 
are trained to generate content (text, images, videos, etc.) from a specific corpus 
of training data.

Large Language Model
A category of generative AI models that can generate text close to the natural 
speech of a human being, and which are generally trained on a large en- sembly of 
data.

AI model
In the context of this guide, an AI model refers to a neural network and its 
parameters (weights, bias 1).

AI s y s te m
An AI system encompasses all the technical components of an application based on 
an AI model: implementation of this AI model, front-end services for users, databases, 
logging, etc.

Request
A prompt is the text instruction sent by the user to the AI system.

Opposing attack
An adversarial attack, sometimes also called an "antagonistic attack" or "attack 
by contradictory examples", aims to send one or more malicious requests to an AI 
system, with the aim of deceiving or altering its proper functioning.

1. In a neural network, a weight is a power coefficient of the connection between 2 neurons, which is adjusted throughout the 
training phase. A bias is a constant linked to a neuron, allowing "compensation" in the calculation of the result.
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2
Summary

The implementation of a generative AI system can be broken down into 3 cyclical phases: an 
initial phase of training the AI model from specifically selected data, then an integration and 
deployment phase, and finally an operational production phase in which users can access the 
trained AI model, via the AI system.

Each of these 3 phases requires specific security measures, which depend in part on the choice of 
subcontractor for each component (hosting, model training, performance testing, etc.), as well 
as on the sensitivity of the data used at each stage, and the criticality of the AI system in terms 
of its purpose.

In addition to the classic threats inherent in any information system, a generative AI system 
may be subject to specific attacks aimed, for example, at disrupting its proper operation 
(adversarial attacks) or exfiltrating data processed by it.

The issue of data protection, particularly with regard to training data, is therefore an essential part 
of a generative AI system, with the corollary problem of the need to know about users when they 
query the model. Indeed, the model is designed to generate an answer from all the data it has 
accessed during training, as well as additional data that may come from sensitive internal 
sources.

The use of a generative AI system must therefore meet confidentiality requirements (it should be 
remembered that sending sensitive data to consumer tools on the Internet 5 is to be avoided), as well as 
integrity and availability requirements. The AI system's interactions with other applications or IS 
components must therefore be secure, limited to strictly operational requirements, and must be 
capable of being controlled by a human when they are critical to the organization.

Certain specific uses, such as AI-assisted application development, raise major issues and must 
therefore be carefully framed (with great vigilance over sensitive modules or applications), 
controlled by humans and regularly tested (with automatic source code analysis tools).

Finally, the protection of AI models can be just as much of an issue as data protection, not only 
for reasons of protecting the nation's scientific and technical potential (academic research, 
models used for national security, etc.), but also because an attacker with knowledge of a 
model's architecture and parameters can potentially improve his attack capabilities for other 
purposes (data exfiltration, etc.).

5. Examples include ChatGPT, Gemini and DeepL for translation.
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3
Description of a generative AI system

Attention
The life cycle and architecture presented in this chapter are given as examples to 
facilitate understanding of the recommendations. They are not intended to be 
prescriptive. In particular, the sequencing of the functions presented may vary and, 
depending on the use case, these functions are not always implemented in an AI system.

3.1 Life cycle of a generative AI system
Figure 1 shows an example of the  life cycle of  a generative AI system.

FIGURE 1 - Example of the life cycle of a generative AI system



8 - SAFETY RECOMMENDATIONS FOR A GENERATIVE IA SYSTEM

The 3 phases of training, deployment and production 6 potentially involve different 
environments and different users. It is important that these 3 phases in the lifecycle of a 
generative AI system each receive special attention from a safety point of view.

These 3 phases can be carried out in distinct environments, for example, the training phase in a 
public cloud and the deployment and production phase in-house. Nevertheless, appropriate 
security measures must be applied regardless of the chosen environment.

The re-training of an AI model presented in this diagram does not generally involve repeating 
all the steps presented in the training phase (very often, only the fine-tuning or alignment steps 
are performed).

Figure 2 shows examples of how responsibilities are shared throughout the design phases of a 
generative AI system.

FIGURE 2 - Shared responsibility scenarios in a generative AI system

Safety risks and impacts will be assessed according to the scenario chosen by the organization.

6. This production phase can sometimes be called the AI model inference phase, i.e. the model makes predictions for given 
users.
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Figure 3 describes the integration of a generative AI system into an IS, and the points of attention to 
be taken into account with regard to internal and external interactions.

FIGURE 3 - Integrating a generative AI system into an existing information system

Particular attention must be paid to these interactions, and they must be included in the scope of 
analysis at every stage of the project.

Integrating safety into all phases of the AI system lifecycle
Safety measures must be identified and applied in each of the 3 phases of t h e  AI 
system lifecycle: training, deployment and production. These measures are highly 
dependent on the responsibility-sharing scenario adopted and the associated 
subcontracting. They must also take into account interactions with other applications or 
components, both internal and external to the IS.
You can refer to the ANSSI hygiene guide [17] for a basic security foundation to 
be applied.

R1
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Figure 5 describes some examples o f  attacks on a  generative AI system in an IS.

FIGURE 5 - Attack scenarios on a generative AI system in an IS

1. the attacker has access to a data source and poisons the data used to train the AI model 
beforehand, enabling its use to be diverted once the AI system is in production (e.g.: 
triggering a malicious action in a hidden way from a specific query);

2. the attacker has access to the development environment and inserts a backdoor into the AI 
system's code (e.g.: directly modifies the model parameters or the configuration of a 
technical component of the AI system);

3. the attacker has access to an external pre-deployment test service and hijacks the integration 
process (e.g.: sends a misleading or malicious result to the integration chain);

4. the attacker uses an adversarial attack technique to exfiltrate sensitive data processed by the 
AI model (e.g. retrieving training data or requests from other service users), or makes 
malicious requests to cause a denial of service;

5. the attacker has access to an external resource accessed by the AI system and sends a malicious 
response that is integrated by the model (e.g.: he sends a URL that points to a malicious 
website he controls);

6. the attacker gains access to a plugin used by the AI system and injects malicious commands 
when performing an action towards a business application (e.g.: inserting malicious code 
into the body of an e-mail generated by the AI system).
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5
Recommendations

5.1 General recommendations
The use of uncontrolled external libraries and modules must be studied right from the project 
design stage, in order to identify potential vulnerabilities linked to these modules. The aim is to provide 
maximum protection against a so-called supply-chain-attack targeting components required for 
the AI system to function properly. See the ANSSI guide on digital risk [21] or the ICAR 
documentation on this subject [8].

Evaluate the confidence level of libraries and external modules used in the AI 
system
It is recommended to map all libraries and ex- ternal modules used in the project, 
and to assess their level of confidence.

In the same way as for software components (libraries and external modules), it is also essential 
to evaluate data sources not controlled by the entity. These may be training data sets retrieved 
from the Internet, model performance validation data sets, or additional data sets used during 
the production phase.

Assess the confidence level of external data sources used in the AI 
system
It is recommended to map all external data sources used in the project, and to 
assess their level of confidence 12.

In general, it is advisable to apply best practices in security-aware development when designing 
and implementing AI systems. These best practices are sometimes referred to as DevSecOps or 
security by design. For further information, please refer to the ANSSI guide [28] on this subject, 
or the NIST documentation [10], or follow the recommendations of NCSC-UK [5] and CISA 
[11].

12. You can use the CNIL criteria (https://www.cnil.fr/fr/tenir-compte-de-la-protection-des- donnees-dans-la-
collecte-et-la-gestion-des-donnees) or the Datasheets for Datasets proposal (https://arxiv.org/ pdf/1803.09010.pdf) to 
evaluate an external dataset.

R3

R4
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5.2 Recommendations for the training phase
The issue of data confidentiality was the subject of a general recommendation above (see R7). In 
particular, and in view of the numerous vulnerabilities published on generative AI tools, it is preferable 
to start from the premise that a user with access to a trained AI model could potentially have 
access to the training data of this same model.

To reduce the risks associated with the confidentiality of training data, it is sometimes envisaged 
to use an anonymization process, or to generate a synthetic dataset from the original raw data. In 
some cases, these measures can meet the need to protect information, but it is nevertheless 
important to be alert to the existence of attacks aimed at recovering the original information 
from anonymized or synthetic data 19: at- tacks by attribute or membership inference, re-
identification from cross-referencing with other datasets, etc.

Train an AI model only with data legitimately ac- cessible to users
It is strongly recommended to train a model with data whose sensi- bility is 
consistent with the users' need to know.

As we have already seen, attacks specifically targeting the training phase of a model are possible, 
such as the injection of malicious data into training data sets, or the modification of certain data to 
generate a dys- functioning of the model, once it has been deployed in production.

Integrity protection for AI model training data
It is advisable to ensure the integrity of model training data throughout the training 
cycle. This protection can take the form of systematic verification of the signature or 
hash of the files used, or of compressed archives of all this data.

Integrity protection for AI system files
It is advisable to protect the integrity of trained model files, and to regularly check 
that they have not been altered. By extension, this recommendation also applies to 
all files inherent to the operation of the AI system (scripts, binaries, etc.).

In the majority of cases, a trained AI model does not require constant modification or adjustment 
of its parameters. In the event of a malfunction, or if you wish to optimize the model's 
performance, it is preferable to carry out re-training operations using the training environment 
dedicated to this purpose.

19. You can refer to the CNIL's work on this subject: https://linc.cnil.fr/donnees-synthetiques-et-lhomme- crea-les-
donnees-son-image-22.

R18

R19

R20
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Attention
This recommendation also concerns the use o f  generative AI too l s  t o  generate 
synthetic datasets for training or fine-tuning an AI model.

Some third-party generative AI tools may offer connections with office automation tools or 
common business applications on the Internet. Particular attention needs to be paid to 
configuring access rights for generative AI tools to the entity's business data: e-mail, document space, 
source code repositories, audio and video conferencing s e r v i c e s ,  etc.

Regularly review the configuration of rights for generative AI tools on 
business applications
It is recommended to review the access rights of generative AI tools as soon as the 
product is activated in the entity, to ensure that the rights set by default are not too 
lax or too open by design.
Finally, access rights must be reviewed on a regular basis (e.g. monthly), to ensure that 
functional and security updates to the product do not impact users' need-to-know.

R35
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List of recommendations
R1 Integrating safety into all phases of the AI system lifecycle 9
R2 Conduct a risk analysis on AI systems before the training phase 13
R3 Assess the confidence level of libraries and external modules used in the AI system

14
R4 Assess the confidence level of external data sources used in the AI system 14
R5 Apply DevSecOps principles throughout all project phases 15

R6 Use secure AI model formats 15
R7 Take data confidentiality issues into account right from the system design stage

AI 16
R8 Take need-to-know issues into account right from the AI system design stage

17
R9 Prohibit the automated use of AI systems for IS-critical actions 17

R10 Control and secure privileged access for developers and administrators to the AI system
18

R11 Hosting AI systems in trusted environments consistent with requirements
safety 18

R12 Separate each phase of the AI system in a dedicated environment 19
R13 Implement a secure Internet gateway in the case of an AI system exposed on

Internet 19
R14 Favoring SecNumCloud hosting when deploying an AI system in a public cloud

20
R15 Providing for downgraded business services without an AI system 20

R16 Dedicating GPU components to AI s y s t e m s 20
R17 Take into account auxiliary channel attacks on the AI system 20

R18 Train an AI model only with data legitimately accessible by users
21

R19 Integrity protection for AI model training data 21

R20 Integrity protection for AI system files 21
R21 Prohibit re-training of the AI model in production 22

R22 Securing the production deployment chain for AI systems 22
R23 Plan safety audits of AI systems before production deployment 23

R24 Plan functional tests of AI systems prior to production deployment 23
R25 Protect the AI system by filtering user input and output 24

R26 Control and secure AI system interactions w i t h  other business applications 25
R27 Limit automatic actions from an AI system processing uncontrolled inputs 25

R28 Enclose the AI system in one or more dedicated technical environments 25
R29 Log all processes carried out within the AI system 25

R30 Systematically check AI-generated source code 26
R31 Limit AI source code generation for critical application modules 27
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R32 Raising developers' awareness of the risks associated with AI-generated source code 27
R33 Tougher security measures for consumer AI s e r v i c e s  exposed on the Internet 28

R34 Prohibit the use of generative AI tools on the Internet for professional use im- plicating 
sensitive data 28

R35 Carry out regular reviews of the configuration of rights for generative AI tools on
business applications 29
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