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APIs are a cornerstone technology for organizations seeking to digitally transform 

their business. Exposing corporate data and custom-built functionality through a 

standardized set of web service endpoints allows companies to enhance the value 

of strategic partnerships, rapidly develop new digital products, and personalize expe-

riences for their customers. As the world relies more heavily on digital connections, 

many leadership teams are relying even more on their API programs to respond to 

rapidly changing customer and market demands. 

8LMW�VIPMERGI�SR�%4-�WXVEXIKMIW�MW�VIƽIGXIH�MR�XLI�I\TPSWMSR�SJ�XSSPW�XS�LIPT�QEREKI�ERH�GSRXVSP�EGGIWW�

XS�XLSWI�WIVZMGIW��*SV�MRWXERGI��XLI�KPSFEP�%4-�QEREKIQIRX�QEVOIX�MW�I\TIGXIH�XS�KVS[�EX�E�GSQTSYRH�

ERRYEP�KVS[XL�VEXI��'%+6
�SJ�����	�XS�VIEGL�97(�����FMPPMSR�F]������EGGSVHMRK�XS�MarketsandMarkets.

%W�%4-W�FIGSQI�QSVI�GVMXMGEP� XS�FYWMRIWW�WYGGIWW�� XLI� JSGYW�QYWX�WLMJX� XS�IRWYVMRK� XLIMV� VIPMEFMPMX]�

ERH�WIGYVMX]��-R�XLMW�FSSO��[I�[MPP�I\TPSVI�XLIWI�WIGYVMX]�GLEPPIRKIW�MR�HIXEMP�ERH�KYMHI�]SY�XLVSYKL�XLI�

TVSGIWW�SJ�EHHVIWWMRK�XLIQ�

*MKYVI����8LI�KVS[MRK�%4-�QEREKIQIRX�QEVOIX

97( 
1.2 Billion

2018 2023

97( 
5.1 Billion

'%+6
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%4-�WIGYVMX]�HMWGYWWMSRW�EVI�SJXIR�PMQMXIH�XS�XLI�TYFPMG�%4-W�ER�SVKERM^EXMSR�I\TSWIW�XS�FYMPH�ER�ET-

TPMGEXMSR� IGSW]WXIQ�SV� HVMZI� WXVEXIKMG� MRXIKVEXMSRW��%� WXVSRK� WIX� SJ�%4-� WIGYVMX]� FIWX� TVEGXMGIW� LEW�

IQIVKIH�SZIV�XLI�]IEVW�XS�EHHVIWW�XLIWI�YWI�GEWIW��ERH�TVSHYGXW�WYGL�EW�;73�ƅW�%4-�1EREKIV�[IVI�

HIZIPSTIH�XS�QEOI�MX�IEW]�XS�XMKLXP]�GSRXVSP�EGGIWW�XS�[IF�WIVZMGIW��QEREKI�XLIMV�XVEƾG��ERH�QSRMXSV�

their use.

According to +EVXRIV1��LS[IZIV��QSWX�%4-W�GVIEXIH�XSHE]�EVI�FYMPX�JSV�MRXIVREP�EYHMIRGIW��-R�QSWX�GEW-

IW��HIZIPSTIVW�IQTPS]IH�F]�XLI�SVKERM^EXMSR�YWI�XLIWI�%4-W�XS�PIZIVEKI�TVMZMPIKIH�HEXE�XS�GVIEXI�RI[�

HMKMXEP�TVSHYGXW� XLEX�WIVZI� XLI�KSEPW�SJ� XLI�FYWMRIWW��8LI�IRH�YWIVW�SJ� XLIWI�ETTPMGEXMSRW�EVI�SJXIR�

GYWXSQIVW�ERH�SXLIVW�I\XIVREP� XS� XLI�SVKERM^EXMSR��EGGIWWMRK� XLI�GSQTER]ƅW�%4-W� MRHMVIGXP]��YWYEPP]�

XLVSYKL�E�FVS[WIV�FEWIH�SV�QSFMPI�MRXIVJEGI��%PXLSYKL�XLIWI�%4-W�EVI�RSX�MRXIRHIH�JSV�YWI�F]�I\XIVREP�

HIZIPSTIVW��XLI]�WXMPP�I\TSWI�E�TSXIRXMEP�EXXEGO�WYVJEGI�JSV�FEH�EGXSVW�XS�I\TPSMX�MJ�RSX�TVSTIVP]�WIGYVIH�

%W�%4-�ƼVWX�ETTVSEGLIW�XS�ETTPMGEXMSR�HIZIPSTQIRX�ERH�MRXIKVEXMSR�LEZI�KEMRIH�[MHI�EHSTXMSR��E�JI[�

LMKL�TVSƼPI�WIGYVMX]�FVIEGLIW�LEZI�QEHI�LIEHPMRIW�

 In 2018, an uncaught vulnerability in Facebook’s Developer API�I\TSWIH�XLI�

� TIVWSREP�HEXE�SJ�RIEVP]����QMPPMSR�YWIVW��

 In 2019, a data breach at JustDial�TPEGIH�XLI�HEXE�SJ�QSVI�XLER�����QMPPMSR�YWIVW

 at risk due to an unprotected publicly accessible API endpoint.

 Later that same year, a developer discovered an API key in a public +MX,YF�VITSWMXSV] 

� XLEX�[SYPH�LEZI�EPPS[IH�ER]SRI�XS�EGGIWW�E�GVMXMGEP�TEVX�SJ�7XEVFYGOWƅ�

 access control systems.

Figure 2: Data breach at JustDial
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8LIWI�MRGMHIRXW�LEZI�FIIR�ER�I]I�STIRIV�JSV�QSWX�FYWMRIWW�SVKERM^EXMSRW��%�QENSVMX]�SJ�VIWTSRHIRXW�

XS�E������7EPX�7IGYVMX]�WYVZI]�WEMH�XLI]�LEH�HIPE]IH�XLI�PEYRGL�SJ�ER�ETTPMGEXMSR�HYI�XS�%4-�WIGYVMX]�

GSRGIVRW��3J�XLSWI�WEQI�VIWTSRHIRXW�����TIVGIRX�EPWS�VITSVXIH�LEZMRK�YRGSZIVIH�ER�%4-�ZYPRIVEFMPMX]�

MR�XLI�TVIZMSYW�]IEV��MRHMGEXMRK�XLIMV�WIGYVMX]�GSRGIVRW�EVI�EPWS�FSVR�JVSQ�I\TIVMIRGI�

4PEGMRK�%4-W�FILMRH�E�KEXI[E]�XLEX�TVSZMHIW�WXVSRK�EYXLIRXMGEXMSR�ERH�EYXLSVM^EXMSR�GSRXVSPW��VIWXVMGXW�

XVEƾG�FEWIH�SR�TVIHIƼRIH�VYPIW��ERH�HIPMZIVW�VIEP�XMQI�YWEKI�WXEXMWXMGW�MW�E�GVYGMEP�ƼVWX�WXIT�MR�WIGYVMRK�

%4-W�XLEX�GER�WMKRMƼGERXP]�VIHYGI�ZYPRIVEFMPMX]�I\TSWYVI�[MXL�PMXXPI�IJJSVX��,S[IZIV��MR�E�[SVPH�[LIVI�NYWX�

EFSYX�IZIV]XLMRK�HMKMXEP�MW�HIPMZIVIH�XLVSYKL�ER�%4-��XVEGOMRK�[LIVI�XLI�HEXE�MW�ƽS[MRK�SYXWMHI�SJ�XLI�

%4-�W]WXIQ�MXWIPJ�FIGSQIW�QSVI�GVMXMGEP��6IGEPP�XLEX�XLI�EJSVIQIRXMSRIH�7XEVFYGOW�ZYPRIVEFMPMX]�[EW�

RSX�ER�EXXEGO�SR�XLI�%4-W�XLIQWIPZIW��FYX�XLI�PIEO�SJ�E�WIGVIX�EYXLIRXMGEXMSR�OI]�FYVMIH�MR�E�TYFPMGP]�

accessible codebase.

&YWMRIWWIW�QYWX�HS�QSVI�XLER�QIVIP]�WIGYVI�XLIMV�[IF�WIVZMGIW�Ƃ�XLI]�QYWX�EHSTX�E�GYPXYVI�XLEX�PSSOW�

EX�TSXIRXMEP�ZYPRIVEFMPMXMIW�EX�IZIV]�WXEKI�SJ�HIZIPSTQIRX��JVSQ�TPERRMRK�XLVSYKL�HITPS]QIRX��%W�%4-W�

KEMR�[MHIV�EHSTXMSR��XLI]�[MPP�GSRXMRYI�XS�IZSPZI�MR�XLIMV�YWEKI��%XXEGOIVW�EVI�EPWS�IZSPZMRK�MR�XLIMV�XEG-

XMGW��-X�MW�MRGYQFIRX�SR�HMKMXEP�FYWMRIWWIW�XS�WXE]�ZMKMPERX�ERH�XEOI�VIWTSRWMFMPMX]�JSV�XLI�WIGYVMX]�SJ�XLIMV�

and their customers’ data.  

8LVSYKL�SYV�JSGYW�MR�XLMW�HSGYQIRX�MW�SR�WIGYVMRK�XLI�[IF�WIVZMGIW�XLIQWIPZIW��[I�IRGSYVEKI�XLI�HMP-

igent reader to research secure development processes and practices to ensure privileged data is not 

EFPI�XS�PIEO�JVSQ�XLIMV�W]WXIQW�MR�ER]�JSVQ��8STMGW�WYGL�EW�ƈ^IVS�XVYWXƉ��ƈEYXSQEXIH�ZYPRIVEFMPMX]�WGERWƉ��

ERH�ƈWIGVIXW�QEREKIQIRXƉ�[MPP�TVSZMHI�E�WSPMH�NYQTMRK�SJJ�TSMRX����

 



End-to-End API Security 8 / 32

3

API 
Security 
Considerations



End-to-End API Security 9 / 32

3.1

8S�IRWYVI�%4-�WIGYVMX]��SVKERM^EXMSRW�WLSYPH�TE]�GPSWI�EXXIRXMSR�XS�XLI�JSPPS[MRK�EVIEW��8LI]�[MPP�EPWS�

LIPT�GSRWYQIVW�MR�OIITMRK�XLIMV�HEXE�WEJI�ERH�MRXIVEGXMRK�[MXL�XLI�GSVVIGX�WIVZMGIW�

 Access control

 API protection

 Threat detection

� -WWYI�EREP]WMW��EFMPMX]�XS�XVEGO�E�JVEYHYPIRX�EGXMZMX]


%4-� EVGLMXIGXW� ERH� WIGYVMX]� GLEQTMSRW� WLSYPH� JSGYW� SR� EPP� XLIWI� EVIEW�[LIR�HIWMKRMRK� XLIMV�%4-W��

8LIWI�EVIEW�GER�FI�JYVXLIV�HMWGYWWIH�YWMRK�XLI�XSTMGW�FIPS[�

The API gateway pattern

;LIR�XEPOMRK�EFSYX�%4-�WIGYVMX]��ƼVWX�[I�QYWX�YRHIVWXERH�[LIVI�MX�WLSYPH�FI�EHHVIWWIH��8]TMGEPP]��ER�

%4-�MW�GVIEXIH�F]�E�WIX�SJ�%4-�HIZIPSTIVW�XS�TIVJSVQ�E�WIX�SJ�FYWMRIWW�STIVEXMSRW�YWMRK�WTIGMƼIH�FYWM-

RIWW�PSKMG��-J�EPP�XLI�WIGYVMX]�EWTIGXW�EVI�EPWS�MRGPYHIH�[MXLMR�XLI�%4-�MXWIPJ��XLI�MQTPIQIRXEXMSR�PSKMG�SJ�

XLI�%4-�FIGSQIW�QSVI�GSQTPI\�

-R�EHHMXMSR��E�TEVXMGYPEV�%4-�GER�FI�EGGIWWIH�F]�E�[MHI�VERKI�SJ�HIZMGIW�ERH�ETTPMGEXMSRW��MR�QSWX�GEW-

IW��XLIWI�ETTPMGEXMSRW�VIUYMVI�HMJJIVIRX�WIGYVMX]�QIGLERMWQW
��8LIVIJSVI��MX�MW�MQTSVXERX�XS�GSQTVILIR-

sively address API security concerns and prevent misuse. 

8S�EHHVIWW�XLIWI�VIUYMVIQIRXW��XLI�FIWX�TVEGXMGI�MW�XS�SƿSEH�%4-�WIGYVMX]�VIWTSRWMFMPMXMIW�XS�ER�%4-�

KEXI[E]��8LI�%4-�KEXI[E]�VIWMHIW�FIX[IIR�XLI�%4-�FEGOIRH�ERH�GSRWYQIVW��GPMIRXW
��-X�[MPP�MRXIVGITX�

EPP� XLI�VIUYIWXW�XLEX�EVI� MRMXMEXIH�F]�GSRWYQIVW�ERH�QEREKI�XLI�WIGYVMX]�VIPEXIH�EWTIGXW��8LEX�[E]��

%4-�HIZIPSTIVW��ERH�HIZIPSTIVW
�GER�JSGYW�SR�XLI�FYWMRIWW�PSKMG�ERH�%4-�JYRGXMSRW��[LMPI�XLI�WIGYVMX]�

ERH�EGGIWW�GSRXVSP�TEVX�MW�QEREKIH�F]�XLI�%4-�KEXI[E]��8LMW�EPWS�KMZIW�XLI�EFMPMX]�XS�I\XIRH�WIGYVMX]�

GETEFMPMXMIW�XS�EHHVIWW�E�[MHI�VERKI�SJ�EGGIWW�VIUYIWXW��[LMGL�GSQI�JVSQ�HMJJIVIRX�GPMIRX�ETTPMGEXMSRW�

and devices.
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3.2 API access control

%GGIWW�GSRXVSP�XS�%4-W�MW�EFSYX�KSZIVRMRK�[LS�GER�EGGIWW�[LMGL�%4-W�ERH�EFSYX�[LEX�JYRGXMSREPMXMIW�

SJ�XLSWI�%4-W�XLI]�EVI�EPPS[IH�XS�GSRWYQI��8LMW�MW�GSZIVIH�F]�XLI�%YXLIRXMGEXMSR�ERH�%YXLSVM^EXMSR�

TVSXSGSPW�SJ�%4-W�

3.2.1 Authentication

%YXLIRXMGEXMSR��MR�WMQTPI�XIVQW��MW�EFSYX�MHIRXMJ]MRK�XLI�IRXMX]��YWIV
�VIUYIWXMRK�EGGIWW�XS�XLI�%4-��ERH�

�FEWIH�SR�XLEX�MHIRXMX]
�HIGMHMRK�[LIXLIV�SV�RSX�XS�KVERX�EGGIWW��-HIRXMƼGEXMSR�MW�X]TMGEPP]�TIVJSVQIH�F]�

IMXLIV�ZEPMHEXMRK�WSQIXLMRK�XLI�YWIV�ORS[W��E�TEWW[SVH
�SV�WSQIXLMRK�XLI�YWIV�LEW��E�GEVH��ƼRKIVTVMRX��

IXG�
��-R�WSQI[LEX�EHZERGIH�GEWIW��E�GSQFMREXMSR�SJ�XLIWI�MW�YWIH��WYGL�EW�ZIVMJ]MRK�E�TEWW[SVH�ERH�

ZIVMJ]MRK�XLI�GSVVIGXRIWW�SJ�E�SRI�XMQI�TEWW[SVH��384
�WIRX�XS�XLI�YWIV�ZME�717�

8LIVI�EVI�QER]�ZEVMEXMSRW�SJ�EYXLIRXMGEXMSR��4EWW[SVH�FEWIH��XSOIR�FEWIH��GIVXMƼGEXI�FEWIH��ERH�FMS-

QIXVMG�FEWIH�EYXLIRXMGEXMSR�EVI�WSQI�I\EQTPIW�

3.2.1.1 Basic authentication

8LMW�MW�XLI�WMQTPIWX�EYXLIRXMGEXMSR�QIXLSH�YWIH�MR�ER�,884�EYXLIRXMGEXMSR�TVSGIWW��9WIV�GVIHIRXMEPW��E�

YWIVREQI�ERH�TEWW[SVH
�EVI�IRGSHIH�YWMRK�XLI�FEWI���EPKSVMXLQ�ERH�MX�MW�EXXEGLIH�XS�ER�,884�LIEHIV�

[LIR�WIRHMRK�E�VIUYIWX��8LIVI�MW�E�HIHMGEXIH�,884�LIEHIV�XS�WIRH�XLMW�IRGSHIH�GVIHIRXMEP��8LMW�[MPP�FI�

TMGOIH�YT�F]�XLI�EYXLSVM^EXMSR�QIGLERMWQ�FIJSVI�WIVZMRK�XLI�VIUYIWX�

Figure 3: Basic authentication

CLIENT SERVER

+)8���LSQI

����9REYXLSVM^IH
WWW-Authenticate: Basic realm =
ƈPSGEPLSWXƉ

+)8���LSQI
Authorization : Basic
ƈ=;\T=�9�G+*^�HZGQ5Ɖ

200 OK
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,S[IZIV��FEWMG�EYXLIRXMGEXMSR�MW�RSX�WYƾGMIRX�XS�TVSXIGX�%4-W�EKEMRWX�EPP�GSQTPI\�WIGYVMX]�EXXEGOW��ERH�

MX�LEW�WSQI�WMKRMƼGERX�PMQMXEXMSRW��8LI�YWIVREQI�ERH�TEWW[SVH�LEZI�XS�FI�WLEVIH�[MXL�EX�PIEWX�X[S�

TEVXMIW��-J�E�TEVXMGYPEV�%4-�MW�EGGIWWIH�F]�ZEVMSYW�X]TIW�SJ�GPMIRX�ETTPMGEXMSRW��XLI�GVIHIRXMEPW�LEZI�XS�FI�

WLEVIH�FIX[IIR�EPP�SJ�XLIQ��8LIVI�MW�ERSXLIV�XLVIEX�EWWSGMEXIH�[MXL�XLMW�QIXLSH��-J�XLI�GVIHIRXMEPW�EVI�

WXSPIR�F]�E�XLMVH�TEVX]��XLI]�GER�YWI�XLSWI�GVIHIRXMEPW�XS�EGGIWW�XLI�WIGYVIH�WIVZMGIW�[MXLSYX�IZIR�KIX-

XMRK�RSXMGIH�F]�XLI�EGXYEP�YWIV��8LMW�XLVIEX�[MPP�FI�XLIVI�EW�PSRK�EW�XLI�TEWW[SVH�MW�QSHMƼIH��,S[IZIV��

F]�XLMW�XMQI��EXXEGOIVW�QE]�LEZI�EGGIWWIH�WIGYVI�MRJSVQEXMSR��SV�WIVZMGIW
�ERH�XLI]�QMKLX�EFYWI�XLIQ�

SV�I\TSWI�XLIQ�MR�XLI�JYXYVI�

Due to the concerns mentioned above, using basic authentication has become a less secure approach 

�ERH�MX�MW�RSX�VIGSQQIRHIH�JSV�TYFPMG�%4-W
��3%YXL�[EW�MRXVSHYGIH�XS�EHHVIWW�XLIWI�ZYPRIVEFMPMXMIW��-R�

3%YXL��XLI�GVIHIRXMEPW��YWIVREQI�TEWW[SVH
�EVI�RSX�WLEVIH�HMVIGXP]��-RWXIEH��ER�EGGIWW�XSOIR�MW�YWIH��

8LMW�EGGIWW�XSOIR�MW�EWWSGMEXIH�[MXL�E�WTIGMƼG�ETTPMGEXMSR��1SVISZIV��XLMW�XSOIR�LEW�E�PMJIXMQI��8LMW�

QIERW�IZIR�XLEX�XSOIR�GERRSX�FI�YWIH�TIVTIXYEPP]��8LMW�VIHYGIW�XLI�XLVIEX�SJ�XSOIR�XLIJX�FIGEYWI�IZIR�

MJ�MX�MW�WXSPIR��MX�GERRSX�FI�YWIH�JSV�E�PSRK�TIVMSH�SJ�XMQI�

-R�EHHMXMSR��XLI�3%YXL�XSOIR�GER�EPWS�FI�EWWSGMEXIH�[MXL�WGSTIW��,IVI��XLI�XSOIR�GER�SRP]�FI�YWIH�XS�

EGGIWW�WTIGMƼIH��SV�TVSXIGXIH
�VIWSYVGIW�FEWIH�SR�VSPIW�EWWMKRIH�XS�E�YWIV��8LMW�[E]��QSVI�GSRXVSP�

GER�FI�IWXEFPMWLIH�JSV�VSPI�FEWIH�EGGIWW�GSRXVSP��8LMW�QMRMQM^IW�XLI�VMWO�SJ�FSXL�MRXIRXMSREP�ERH�YR-

MRXIRXMSREP�QMWYWI�SJ�E� XSOIR�FIGEYWI��[MXL�E�KMZIR� XSOIR��SRP]�E� PMQMXIH�RYQFIV�SJ�EGXMSRW�GER�FI�

TIVJSVQIH��,IRGI��3%YXL�MW�VIGSQQIRHIH�JSV�WIGYVMRK�%4-W�FIGEYWI�MX�MW�QYGL�WEJIV�XLER�E�TEWW[SVH�

3.2.1.2 OAuth 2.0

3ZIV�XLI�]IEVW��3%YXL�����LEW�FIGSQI�XLI�HI�JEGXS�EYXLSVM^EXMSR�QIGLERMWQ�JSV�%4-W��9WMRK�3%YXL�����

E�YWIV�MW�EYXLSVM^IH�XS�YWI�ER�EGGIWW�XSOIR��8LI�XSOIR�LEW�E�PMQMXIH�PMJIXMQI�ERH�MW�EYXLSVM^IH�XS�TIV-

JSVQ�E�PMQMXIH�WIX�SJ�JYRGXMSRW��WGSTIW
�SR�XLI�VIWSYVGI�WIVZIV�

3%YXL������MW�ER�STIR�WXERHEVH�JSV�EGGIWW�HIPIKEXMSR��8LMW�MW�QEMRP]�YWIH�EW�E�[E]�JSV�MRXIVRIX�YWIVW�XS�

KVERX�[IFWMXIW�SV�ETTPMGEXMSRW�EGGIWW�XS�XLIMV�MRJSVQEXMSR�SR�SXLIV�[IFWMXIW��,IVI��ER�EGGIWW�XSOIR�MW�

MWWYIH�FEWIH�SR�E�GPMIRX�-(�ERH�E�GPMIRX�WIGVIX�EWWSGMEXIH�[MXL�XLI�ETTPMGEXMSR�

-R�3%YXL������EW�TIV�XLI�WTIGMƼGEXMSR��JSYV�VSPIW�GER�FI�MHIRXMƼIH

� 6IWSYVGI�3[RIV

 Resource Server

 Client Application

 Authorization Server
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Here is a brief description of each role.

Resource Owner

8LI�VIWSYVGI�S[RIV�MW�XLI�TIVWSR�SV�ETTPMGEXMSR�XLEX�S[RW�XLI�HEXE�XLEX�MW�XS�FI�WLEVIH��*SV�MRWXERGI��E�

YWIV�SJ�E�WSGMEP�QIHME�EGGSYRX�GSYPH�FI�E�VIWSYVGI�S[RIV��8LI�VIWSYVGI�XLI]�S[R�MW�XLIMV�HEXE��8LI�VI-

WSYVGI�S[RIV�MW�HITMGXIH�MR�XLI�HMEKVEQ�EW�E�TIVWSR��[LMGL�MW�TVSFEFP]�XLI�QSWX�GSQQSR�WMXYEXMSR��8LI�

VIWSYVGI�S[RIV�GSYPH�EPWS�FI�ER�ETTPMGEXMSR��8LI�3%YXL�����WTIGMƼGEXMSR�QIRXMSRW�FSXL�TSWWMFMPMXMIW�

Resource Server

8LI�VIWSYVGI�WIVZIV�MW�XLI�WIVZIV�LSWXMRK�XLI�VIWSYVGIW��'SRGIVRMRK�SYV�I\EQTPI��XLI�WSGMEP�QIHME�RIX-

[SVO�MW�E�VIWSYVGI�WIVZIV��SV�LEW�E�VIWSYVGI�WIVZIV
�

Client Application

The client application is the application requesting access to the resources stored on the resource 

WIVZIV��[LMGL�EVI�S[RIH�F]�XLI�VIWSYVGI�S[RIV
��*SV�I\EQTPI��E�GPMIRX�ETTPMGEXMSR�GSYPH�FI�E�KEQI�

requesting access to a user’s social media account.

Authorization Server

8LI�EYXLSVM^EXMSR�WIVZIV�MW�XLI�WIVZIV�EYXLSVM^MRK�XLI�GPMIRX��ETTPMGEXMSR
�XS�EGGIWW�XLI�VIWSYVGIW�SJ�XLI�

VIWSYVGI�S[RIV��7SQIXMQIW��XLI�EYXLSVM^EXMSR�WIVZIV�ERH�XLI�VIWSYVGI�WIVZIV�GER�FI�XLI�WEQI�WIVZIV��

FYX�MX�HSIWRƅX�LEZI�XS�FI��-J�XLI]�EVI�WITEVEXI��GSQQYRMGEXMSR�FIX[IIR�XLIWI�X[S�WIVZIVW�LEW�XS�FI�HI-

WMKRIH�F]�HIZIPSTIVW�SJ�XLI�VIWSYVGI�WIVZIV�ERH�EYXLSVM^EXMSR�WIVZIV�

A detailed description of OAuth 2.0 can be found on this website for further reading.

2S[��MX�MW�XMQI�XS�I\TPSVI�XLI�HMJJIVIRX�[E]W�SJ�SFXEMRMRK�E�XSOIR��8LMW�MW�[LIVI�3%YXL�KVERX�X]TIW�GSQI�

into the picture.
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OAuth 2.0 Grant Types

When it comes to OAuth 2.0-based authentication, there are several key components. Those are the 

VIWSYVGI�S[RIV��GPMIRX��EYXLSVM^EXMSR�WIVZIV��ERH�VIWSYVGI�WIVZIV�

(ITIRHMRK� SR� XLI� VIPEXMSRWLMT� FIX[IIR� IEGL� SJ� XLIWI� TEVXMIW�� XLI�[E]� XS� EGUYMVI� ER� EGGIWW� XSOIR�

�[LMGL�VITVIWIRXW�E�YWIVƅW�TIVQMWWMSR�JSV�XLI�GPMIRX�XS�EGGIWW�HEXE
�QMKLX�HMJJIV��8LMW�MW�[LIVI�KVERX�

X]TIW�GSQI�MRXS�XLI�TMGXYVI��1SVISZIV��XLIWI�KVERX�X]TIW�QEOI�XLI�3%YXL�����WTIGMƼGEXMSR�E�ƽI\MFPI�

EYXLSVM^EXMSR�JVEQI[SVO�

,IVI�MW�E�FVMIJ�HIWGVMTXMSR�SJ�IEGL�KVERX�X]TI�ERH�[LIR�XS�YWI�XLIQ�

Authorization Code Grant

8LMW�MW�STXMQM^IH�JSV�GSRƼHIRXMEP�GPMIRXW��,IVI��MX�MW�TSWWMFPI�XS�EYXLIRXMGEXI�XLI�GPMIRX�ERH�XVERWQMX�XLI�

EGGIWW�XSOIR�HMVIGXP]�XS�XLI�GPMIRX�[MXLSYX�TEWWMRK�MX�XLVSYKL�XLI�VIWSYVGI�S[RIVƅW�YWIV�EKIRX�ERH�TS-

XIRXMEPP]�I\TSWI�MX�XS�SXLIVW��MRGPYHMRK�XLI�VIWSYVGI�S[RIV
�

7MRGI�XLMW�MW�E�VIHMVIGXMSR�FEWIH�ƽS[��XLI�GPMIRX�WLSYPH�FI�GETEFPI�SJ�MRXIVEGXMRK�[MXL�XLI�VIWSYVGI�S[R-

IVƅW�YWIV�EKIRX�ERH�VIGIMZI�MRGSQMRK�VIUYIWXW��ZME�VIHMVIGXMSR
�JVSQ�XLI�EYXLSVM^EXMSR�WIVZIV�

*MKYVI����%YXLSVM^EXMSR�GSHI�ƽS[

APPLICATION
(Client)

USER
(Resource Owner)

Authorization
Server

Resource
Server

1. Authorization Request

���%YXLSVM^EXMSR�+VERX

5. Access Token

���%YXLSVM^EXMSR�+VERX

4. Access Token

6. Protected Resource
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Password Grant Type

8LMW�KVERX�X]TI�MW�YWIH�[LIR�XLI�VIWSYVGI�S[RIV�LEW�E�XVYWXIH�VIPEXMSRWLMT�[MXL�XLI�GPMIRX��I�K���XLI�HI-

vice operating system or a highly privileged application). The client should be able to obtain the creden-

XMEPW�SJ�XLI�VIWSYVGI�S[RIV��-R�XLMW�GEWI��XLI�EYXLSVM^EXMSR�WIVZIV�LEW�E�GVMXMGEP�VIWTSRWMFMPMX]��-X�WLSYPH�

SRP]�EPPS[�XLMW�KVERX�X]TI�MJ�SXLIV�KVERX�X]TIW�ƽS[W�EVI�RSX�ZMEFPI��

Client Credentials Grant Type

8LMW�KVERX�X]TI�MW�RSX�EWWSGMEXIH�[MXL�E�VIWSYVGI�S[RIV��,IVI��ER�ETTPMGEXMSR�MW�RIIHIH�ERH�XLIVI�EVI�

X[S�ZEPYIW�EWWSGMEXIH�[MXL�MX�Ƃ�XLI�GPMIRX�-(�ERH�XLI�GPMIRX�WIGVIX��&]�YWMRK�XLSWI�GVIHIRXMEPW��ER�EGGIWW�

XSOIR�[MPP�FI�MWWYIH�[MXL�E�WTIGMƼIH�PMJIXMQI��-R�QSWX�GEWIW��XLMW�KVERX�X]TI�MW�YWIH�[LIR�XLI�ETTPMGEXMSR�

S[RIV�ERH�XLI�VIWSYVGI�S[RIV�EVI�XLI�WEQI�

*MKYVI����4EWW[SVH�KVERX

*MKYVI����'PMIRX�'VIHIRXMEP�+VERX

Resource
Owner

Client Authorization
Server

Resource
Server

�%
�6IWSYVGI�3[RIV�4EWW[SVH�'VIHIRXMEPW

�%
�6IWSYVGI�3[RIV�4EWW[SVH�'VIHIRXMEPW

�&
�6IWSYVGI�3[RIV�4EWW[SVH�'VIHIRXMEPW

�'
�%GGIWW�8SOIR��[�STXMSREP�VIJVIWL�XSOIR


Client Authorization
Server

Resource
Server

�'
�6IUYIWX�XS�6IWSYVGI�7IVZIV�[��%GGIWW�8SOIR

(A) Client Credentials

(B) Access Token
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Kerberos OAuth2 Grant Type

8LI�/IVFIVSW�KVERX�X]TI�WYTTSVXW�E�[MHI�EVVE]�SJ�STIVEXMRK�W]WXIQW�ERH�ETTPMGEXMSRW��1SWX�TSTYPEV�

FVS[WIVW�EPWS�WYTTSVX�XLMW�KVERX�X]TI��%�/IVFIVSW�XMGOIX�GER�FI�I\GLERKIH�JSV�ER�3%YXL�����XSOIR��8LMW�

EPPS[W�SVKERM^EXMSRW�XS�YWI�XLIMV�I\MWXMRK�/IVFIVSW�MRJVEWXVYGXYVI�ERH�WXMPP�EHSTX�3%YXL�����

Refresh Token Grant Type

9WYEPP]��ER�EGGIWW�XSOIR�MW�ZEPMH�JSV�E�PMQMXIH�XMQI��-X�MW�RSX�VIGSQQIRHIH�XS�LEZI�EGGIWW�XSOIRW�[MXL�

PMQMXPIWW�PMJIXMQIW��FIGEYWI�MJ�E�XSOIR�MW�EGUYMVIH�F]�ER�EXXEGOIV��MX�GER�FI�YWIH�TIVQERIRXP]�[MXLSYX�FI-

MRK�RSXMGIH��-R�XLMW�WMXYEXMSR��MX�MW�RIGIWWEV]�XS�VIRI[�XLI�XSOIR�[LIR�XLI�PMJIXMQI�I\TMVIW��8LMW�MW�[LIVI�

VIJVIWL�XSOIRW�GSQI�MRXS�XLI�TMGXYVI��9WIVW�GER�WIRH�XLI�VIJVIWL�XSOIR��MWWYIH�EPSRK�[MXL�XLI�EGGIWW�

XSOIR
�ERH�SFXEMR�E�RI[�EGGIWW�XSOIR�XS�YWI�XLI�WIVZMGI�GSRXMRYSYWP]�

Figure 7: Kerberos grant type

*MKYVI����6IJVIWL�XSOIR�KVERX
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�%GGIWW�8SOIR

�+
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�%GGIWW�XSOIR�
�6IJVIWL�XSOIR

(D) Protected resources
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JWT Grant Type

8LMW� MW�ER�STIR�WIGYVMX]�WXERHEVH� XS�WIGYVIP]�GSQQYRMGEXI�HEXE�FIX[IIR�QYPXMTPI�TEVXMIW�EW�.732�

SFNIGXW��-X�HIƼRIW�E�GSQTEGX�ERH�WIPJ�GSRXEMRIH�[E]�XS�WIGYVIP]�XVERWQMX�MRJSVQEXMSR�FIX[IIR�TEVXMIW��

ZIVMƼIH�ERH�XVYWXIH�FIGEYWI�MX�MW�HMKMXEPP]�WMKRIH��-R�XLMW�KVERX�X]TI��MX�MW�TSWWMFPI�XS�WIRH�YWIV�GPEMQW�XS�

XLI�FEGOIRH�XS�ZEPMHEXI��&IJSVI�MWWYMRK�ER�EGGIWW�XSOIR��XLI�EYXLSVM^EXMSR�WIVZIV�GER�YWI�XLIWI�GPEMQW�

XS�TVSTIVP]�MHIRXMJ]�XLI�IRH�YWIV�

A detailed technical description�SJ�IEGL�KVERX�X]TI�GER�FI�JSYRH�MR�XLI�3%YXL�WTIGMƼGEXMSR�JSV�JYVXLIV�

reading.

*MKYVI����.;8�*PS[

9WIV�EYXLIRXMGEXIH��.;8�GVIEXIH��ERH�VIXYVRIH�XS�YWIV

9WIV�TEWWIW�.;8�[LIR�QEOMRK�%4-�GEPPW

%TTPMGEXMSR�ZIVMƼIW�ERH�TVSGIWWIW�%4-�GEPP

9WIV�WMKR�MR���YWMRK�MH�TEWW[SVH��JEGIFSSO��KSSKPI�IXG

Authentication

Server

Application
Server

9WIV

1

2

3

4

JWT

JWT
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3.2.1.3 OIDC-based authentication

3-('�MW�VIJIVVIH�XS�EW�3TIR-(�'SRRIGX��8LMW�MW�FYMPX�SR�XST�SJ�XLI�3%YXL�����TVSXSGSP��-R�XLMW�EYXLIR-

XMGEXMSR�QIGLERMWQ�� MX� MW�TSWWMFPI� XS�ZIVMJ]� XLI� MHIRXMX]�SJ� XLI�IRH�YWIV�FEWIH�SR� XLI�EYXLIRXMGEXMSR�

TIVJSVQIH�F]�ER�EYXLSVM^EXMSR�WIVZIV��[LMPI�SFXEMRMRK�WSQI�TVSƼPI�HIXEMPW�EFSYX� XLI�YWIV�YWMRK� XLI�

6)78�PMOI�QIGLERMWQ��8LI�WXERHEVH�JSV�3-('�MW�KSZIVRIH�F]�XLI�3TIR-(�JSYRHEXMSR�

3.2.1.4 API key-based authentication

8LMW�EYXLIRXMGEXMSR�QIGLERMWQ�MW�E�JSVQ�SJ�ETTPMGEXMSR�FEWIH�WIGYVMX]��8LMW�MW�E�WMQTPI�JSVQ�SJ�ETT�

FEWIH�WIGYVMX]�ERH�MX�GER�FI�IEWMP]�GSRƼKYVIH�JSV�ER�%4-��8LI�%4-�OI]�MW�WMQTP]�E�WXVMRK�ZEPYI�TEWWIH�F]�

E�GPMIRX�ETT�XS�XLI�%4-1�KEXI[E]��8LMW�MW�YWIH�XS�YRMUYIP]�MHIRXMJ]�XLI�GPMIRX�ETT��ERH�MJ�XLI�ETT�MW�ZEPMH��

XLI�ƽS[�GSRXMRYIW��

2SXI�XLEX�%4-�OI]�FEWIH�EYXLIRXMGEXMSR�MW�QSWX�WYMXEFPI�JSV�MRXIVREP�%4-W�[MXLMR�XLI�SVKERM^EXMSR�

*MKYVI�����3-('�ƽS[

Figure 11: API key-based authentication
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�)
�%GIWW�XSOIR��[��3TXMSREP�VIJVIWL�XSOIR
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2SXI��8LI�PMRIW�MPPYWXVEXMRK�WXITW��%
���&
�ERH��'
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�(
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�,
�'EPP�XS�9WIVMRJS�IRHTSMRX�XS�SFXEMR�VIPIZERX�GPEMQW

�0
�'EPP�XS�9WIVMRJS�IRHTSMRX�XS�SFXEMR�VIPIZERX�GPEMQW

�&
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�+
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3.2.1.5 Mutual SSL authentication

8LMW� MW�E�GIVXMƼGEXI�FEWIH�EYXLIRXMGEXMSR�[LIVI�X[S�TEVXMIW�EYXLIRXMGEXI�IEGL�SXLIV�F]�ZIVMJ]MRK�XLI�

TVSZMHIH�HMKMXEP�GIVXMƼGEXI�WS� XLEX�FSXL�TEVXMIW�EVI�EWWYVIH�SJ� XLI�SXLIVWƅ� MHIRXMX]�� -R�SXLIV�[SVHW��E�

GPMIRX�EYXLIRXMGEXIW�XLIQWIPZIW�XS�E�WIVZIV�ERH�XLEX�WIVZIV�EPWS�EYXLIRXMGEXIW�MXWIPJ�XS�XLI�GPMIRX��8LMW�

TVSGIWW�MW�MQTPIQIRXIH�YWMRK�HMKMXEP�GIVXMƼGEXIW�MWWYIH�F]�XLI�XVYWXIH�GIVXMƼGEXI�EYXLSVMXMIW��'%
��8LI�

GIVXMƼGEXIW�EVI�QEREKIH�YWMRK�E�WIX�SJ�TYFPMG�OI]W�ERH�TVMZEXI�OI]W�WS�XLEX�FSXL�TEVXMIW�GER�VIP]�SR�

IEGL�SXLIV�JSV�E�WIGYVI�GSRRIGXMSR��-R�QSWX�GEWIW��QYXYEP�770�EYXLIRXMGEXMSR�MW�WYMXEFPI�JSV�%4-W�YWIH�

F]�TEVXRIVW�SV�ORS[R�KVSYTW�SJ�GPMIRXW�

Figure 12: Mutual SSL

Client

Client key store 
(client.crt)

Server

Server key store 
(server.crt)

���:IVMƼIW�
����GPMIRX�GIVXMƼGEXI

���:IVMƼIW�WIVZIV
GIVXMƼGEXI

1. Protected service requested

���4VSZMHIW�GPMIRX�GIVXMƼGEXI

���4VSXIGXIH�WIVZIV�GIVXMƼGEXI

���4VSXIGXIH�WIVZMGI�I\IGYXIH

'IVXMƼGEXI�%YXLSVMX]

server.crt client. crt
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3.2.2 Authorization

8LI�TYVTSWI�SJ�XLI�EYXLSVM^EXMSR�MW�XS�HIXIVQMRI�EGGIWW�PIZIPW�SV�YWIV�TVMZMPIKIW�VIPEXIH�XS�W]WXIQ�VI-

WSYVGIW��8LIWI�W]WXIQ�VIWSYVGIW�GER�FI�VIWSYVGIW�MR�%4-W��ƼPIW��HEXE��ERH�IZIR�JIEXYVIW�SJ�XLI�W]WXIQ�

3.2.2.1 Role-based access control

3%YXL�����LEW�FIGSQI�XLI�QSWX�[MHIP]�YWIH�TVSXSGSP�JSV�%4-�EYXLSVM^EXMSR��3%YXL�����EGGIWW�XSOIRW�

GER�FI�YWIH�XS�GSRWYQI�ER]�VIWSYVGI�SJ�EPPS[IH�%4-W��,S[IZIV��XLIVI�QE]�FI�GEWIW�[LIVI�MX�MW�RIGIW-

WEV]�XS�MQTPIQIRX�QSVI�ƼRI�KVEMRIH�EGGIWW�GSRXVSP��7GSTIW�FIGSQI�E�YWIJYP�WSPYXMSR�JSV�XLMW�WMXYEXMSR�

%�WGSTI�IREFPIW�ƼRI�KVEMRIH�EGGIWW�GSRXVSP�JSV�IEGL�VIWSYVGI�SJ�XLI�%4-�FEWIH�SR�WTIGMƼG�GSRWYQIV�

VSPIW��VSPI�FEWIH�EGGIWW�GSRXVSP
��7GSTIW�IRWYVI�XLEX�SRP]�XLI�EPPS[IH�VIWSYVGIW�GER�FI�EGGIWWIH�F]�

XLI�GSRWYQIV��-J�XLI�VIWSYVGI�MW�RSX�EPPS[IH�JSV�GSRWYQTXMSR��FEWIH�SR�XLI�VSPI�SJ�XLI�GSRWYQIV
��XLIR�

GSRWYQMRK�XLEX�VIWSYVGI�[MPP�RSX�FI�EPPS[IH�IZIR�XLSYKL�XLIVI�MW�E�ZEPMH�EGGIWW�XSOIR�

8LIVI�EVI�QER]�I\EQTPIW�SJ�XLMW��%�TIVWSR�[MXL�XLI�ƈQEREKIVƉ�VSPI�GER�TIVJSVQ�GVIEXI��VIEH��ERH�IHMX�

STIVEXMSRW�[LMPI�E�TIVWSR�[MXL�XLI�ƈIQTPS]IIƉ�VSPI�MW�SRP]�EPPS[IH�XS�EGGIWW�XLI�VIEH�STIVEXMSRW��&SXL�

YWIVW�EVI�YWMRK�XLI�WEQI�%4-��[MXL�ZEPMH�XSOIRW
��FYX�XLI]�GER�SRP]�GSRWYQI�XLI�EPPS[IH�STIVEXMSRW�

API     ShoppingCartAPI

Resource    Items (/items)

Action  498� � � +)8� � � 437
� � �)HMX�STIVEXMSR
� �6IEH�STIVEXMSR
� �'VIEXI�STIVEXMSR


Roles  manager  manager, employee manager



End-to-End API Security 20 / 32

3.2.2.2 XACML-based access control

)\XIVREP�I\XIRWMFPI�%GGIWW�'SRXVSP�1EVOYT�0ERKYEKI��<%'10
�MW�ER�<10�FEWIH��HIGPEVEXMZI�EGGIWW�

GSRXVSP�TSPMG]�PERKYEKI�FEWIH�SR�<10��-X�GER�TVSZMHI�E�WXERHEVHM^IH�[E]�SJ�ZEPMHEXMRK�EYXLSVM^EXMSR�

VIUYIWXW��8LMW�GER�FI�YWIH�XS�LEZI�ƼRI�KVEMRIH��VSPI�FEWIH�EGGIWW�GSRXVSP�JSV�%4-W��%R�EGGIWW�GSRXVSP�

TSPMG]�PERKYEKI��VIUYIWX�VIWTSRWI�PERKYEKI��ERH�VIJIVIRGI�EVGLMXIGXYVI�MW�HIƼRIH�MR�<%'10��-R�XLI�TSP-

MG]�PERKYEKI��MX�HIƼRIW�EGGIWW�GSRXVSP�TSPMGMIW��M�I���[LS�MW�EPPS[IH�XS�HS�[LEX�STIVEXMSRW�EX�[LEX�XMQI
��

5YIVMIW�EFSYX�[LIXLIV�E�TEVXMGYPEV�EGGIWW�WLSYPH�FI�EPPS[IH��VIUYIWXW
�ERH�ERW[IVW�XS�XLSWI�UYIVMIW�

�VIWTSRWIW
�EVI�HIƼRIH�MR�XLI�VIUYIWX�VIWTSRWI�PERKYEKI��*MREPP]��XLI�VIJIVIRGI�EVGLMXIGXYVI�TVSTSWIW�

E�WXERHEVH�JSV�XLI�HITPS]QIRX�SJ�RIGIWWEV]�WSJX[EVI�QSHYPIW�[MXLMR�ER�MRJVEWXVYGXYVI�XS�EPPS[�IƾGMIRX�

IRJSVGIQIRX�SJ�TSPMGMIW�

Attribute-Based Access Control (ABAC) and evaluation are supported by XACML. These evaluations are 

HSRI�[MXL�XLI�EHHMXMSREP�HEXE�VIXVMIZIH�JVSQ�XLI�4SPMG]�-RJSVQEXMSR�4SMRX��4-4
��8LMW�4-4�MW�HIƼRIH�MR�XLI�

<%'10�VIJIVIRGI�EVGLMXIGXYVI�

-R�XLMW�GSRXI\X��EGGIWW�VMKLXW�EVI�KVERXIH�XS�GSRWYQIVW�F]�YWMRK�TSPMGMIW�XLEX�GSQFMRI�EXXVMFYXIW��%R]�

X]TI�SJ�EXXVMFYXIW�WYGL�EW�YWIV�EXXVMFYXIW��VIWSYVGI�EXXVMFYXIW��SFNIGX�EXXVMFYXIW��SV�IRZMVSRQIRX�EXXVM-

FYXIW�GER�FI�YWIJYP�MR�XLIWI�TSPMGMIW�

,IVI�MW�E�VITVIWIRXEXMSR�SJ�XLI�<%'10�EVGLMXIGXYVI�

*MKYVI�����<%'10�*PS[

Application
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3.2.2.3 Open Policy Agent (OPA)

34%�MW�ER�STIR�WSYVGI��KIRIVEP�TYVTSWI�TSPMG]�IRKMRI��-X�GER�YRMJ]�TSPMG]�IRJSVGIQIRX�JSV�%4-W��;MXL�

34%��MX�MW�TSWWMFPI�XS�WTIGMJ]�TSPMG]�EW�GSHI�ERH�WMQTPI�%4-W�XS�SƿSEH�TSPMG]�HIGMWMSR�QEOMRK��JVSQ�

WSJX[EVI
��8LMW�GER�FI�YWIH�RSX�SRP]�MR�%4-�KEXI[E]W�FYX�EPWS�MR�'-�'(�TMTIPMRIW��QMGVSWIVZMGIW��ERH�

Kubernetes setups.

In OPA, the policy decisions are generated by evaluating the query input and against policies and data. 

8LIWI�TSPMG]�HIGMWMSRW�[MPP�LIPT�XS�HIXIVQMRI�[LMGL�YWIVW�GER�EGGIWW�[LMGL�VIWSYVGIW��[LMGL�XMQIW�SJ�

day the system can be accessed, etc.

1SVI�MRJSVQEXMSR�MW�MRGPYHIH�SR�XLI�SƾGMEP�[IFWMXI�JSV�34%�

3.2.2.4 Speedle+

7TIIHPI�MW�ER�STIR�WSYVGI�TVSNIGX�XS�EHHVIWW�EGGIWW�GSRXVSP�VIUYMVIQIRXW�JSV�ZEVMSYW�ETTPMGEXMSRW��-X�

can be used in API management scenarios, cloud-native applications, and legacy applications. This 

EYXLSVM^EXMSR�IRKMRI�GER�LIPT�XS�I\XIVREPM^I�EGGIWW�GSRXVSP�PSKMG�XS�E�TSPMG]�IRKMRI�YWMRK�E�ƼRI�KVEMRIH�

EGGIWW�GSRXVSP�QIGLERMWQ��7TIIHPI�MW�TS[IVIH�[MXL�E�TSPMG]�QEREKIQIRX�WIVZMGI��TSPMG]�HIƼRMXMSR�PER-

guage, authorization decision service, and a command-line tool. When securing APIs using a role-based 

access control (RBAC), Speedle is a good alternative that deserves attention.

This Speedle resources page�GSRXEMRW�E�GSPPIGXMSR�SJ�EVXMGPIW�ERH�VITSWMXSVMIW�EFSYX�MX�
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3.2.3 Rate Limiting

%PPS[MRK�YRPMQMXIH�EGGIWW�XS�%4-W�MW�RSX�E�KSSH�TVEGXMGI��IZIR�JSV�PIKMXMQEXI�YWIVW
��-J�XLEX�LETTIRW��

ER]SRI��[LS�LEW�E�WYFWGVMTXMSR�XS�XLEX�%4-
�GER�GSRWYQI�XLI�%4-��EW�QYGL�EW�XLI]�[ERX�EX�ER]�XMQI��

8LMW�[MPP�FIGSQI�E�TVSFPIQ�FIGEYWI�XLMW�[MPP�PIEH�XS�YRQEREKIEFPI�PSEHW�XS�XLI�FEGOIRH�WIVZMGI��ERH�

XLI�%4-�XSS
��7YHHIR�HS[RXMQIW�QMKLX�EPWS�SGGYV�HYI�XS�XLI�LMKL�PIZIP�SJ�VIWSYVGI�GSRWYQTXMSR�

To avoid these problems, the best solution is to have a rate-limiting mechanism. The limiting conditions 

GER�FI�HIƼRIH�[MXL�QER]�GSRHMXMSRW�WYGL�EW�XLI�RYQFIV�SJ�VIUYIWXW��FERH[MHXL�PMQMX��UYIV]�GSQTPI\MX]�

PMQMX��IXG��)MXLIV�[E]��XLI�WSPI�MRXIRXMSR�MW�XS�TVSXIGX�XLI�%4-��ERH�XLI�FEGOIRH�WIVZMGI
�[LMPI�IRWYVMRK�E�

JEMV�YWIV�I\TIVMIRGI�JSV�EPP��JEMV�YWEKI�TSPMG]
�

;MXL� XLI� VMKLX�GSRƼKYVEXMSRW��W]WXIQ�EHQMRMWXVEXSVW�GER�HIƼRI� MHIEP� XLVSXXPMRK�GSRHMXMSRW�FEWIH�SR�

XLI�PMQMXW�MR�XLI�FEGOIRH��PMQMXW�XS�XLI�WIVZIV��%4-�QEREKIQIRX�W]WXIQ
��ERH�MRJVEWXVYGXYVI�EZEMPEFMPMX]�

)RJSVGMRK�XLI�VMKLX�VEXI�PMQMXMRK�XS�TVSXIGX�%4-W�[MPP�FI�EHZERXEKISYW�MR�XLI�JSPPS[MRK�WGIREVMSW�

� 4VIZIRXW�((S7�EXXEGOW���4VIZIRXMRK�G]FIVGVMQMREPW�JVSQ�ƽSSHMRK�E�RIX[SVO�[MXL�WS�QYGL 

� XVEƾG�XLEX�MX�GERRSX�STIVEXI�SV�GSQQYRMGEXI�EW�MX�RSVQEPP]�[SYPH�

� -QTPIQIRX�%4-�YWEKI�TPERW���8LMW�[MPP�FI�FIRIƼGMEP�[LIR�QSRIXM^MRK�%4-W�ERH�MQTPIQIRXMRK��

� E�VIZIRYI�KIRIVEXMSR�W]WXIQ�JVSQ�%4-W�

� )RJSVGI�JEMV�YWEKI�TSPMGMIW���1EOIW�WYVI�XLEX�RS�SRI�GER�GSRWYQI�EPP�XLI�EPPSGEXIH�VIWSYVGIW��

� SV�FERH[MHXL�

� 4VIZIRXW�W]WXIQW�JVSQ�SZIV�YWEKI���;MXL�TVSTIV�VEXI�PMQMXMRK��MX�MW�TSWWMFPI�XS�TVSXIGX�%4-W��

� ERH�FEGOIRHW�JVSQ�WYHHIR�SZIVYWI�ERH�VIUYIWX�WTMOIW�

� 5YIV]�GSQTPI\MX]�FEWIH�VEXI�PMQMXW�JSV�+VETL50�%4-W���;LIR�MX�GSQIW�XS�+VETL50�%4-W��� �

� EREP]^MRK�XLI�GSQTPI\MX]�SJ�XLI�UYIV]�GER�FIGSQI�E�PMJIWEZIV�XS�TVIZIRX�I\GIWWMZI�PSEH�XS�XLI��

� WIVZIV��HEXEFEWI��SV�RIX[SVO�
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3.3 API Protection

8LMW�WIGXMSR�HIWGVMFIW�HMJJIVIRX�X]TIW�SJ�WXVEXIKMIW�XS�TVSXIGX�%4-W�

3.3.1 CORS Protection

'VSWW�SVMKMR�VIWSYVGI�WLEVMRK��'367
�MW�E�QIGLERMWQ�XLEX�EPPS[W�VIWXVMGXIH�VIWSYVGIW�XS�FI�EGGIWWIH�

EGVSWW�HSQEMRW��SYXWMHI�XLI�HSQEMR�JVSQ�[LMGL�XLI�VIWSYVGI�SVMKMREXIH
��

'367�MW�YWIH�[LIR�ER�%4-�MW�MRZSOIH�F]�[IF�FVS[WIVW�SV�[IF�ETTW�XLEX�EVI�VYRRMRK�SR�E�LSWX��[LMGL�

MW�HMJJIVIRX�JVSQ�XLI�LSWX�SJ� XLI�%4-��,IVI�� XLI�GPMIRX�ETTPMGEXMSR�ƼVWX�WIRHW�E�TVI�ƽMKLX�VIUYIWX��ST-

XMSRW�GEPP
� XS� XLI�WIVZIV��8LIR�� XLI�WIVZIV�[MPP�WIRH� MRJSVQEXMSR�WYGL�EW�%GGIWW�'SRXVSP�%PPS[�3VMKMR��

%GGIWW�'SRXVSP�%PPS[�1IXLSHW�� ERH�%GGIWW�'SRXVSP�%PPS[�,IEHIVW��8LIWI�[MPP� WTIGMJ]� XLI�TIVQMXXIH�

SVMKMRW��,884�QIXLSHW��ERH�LIEHIVW�

8LI�TVIƽMKLX�VIUYIWX��STXMSRW�GEPP
�MW�WIRX�FIJSVI�XLI�EGXYEP�%4-�MRZSGEXMSR�LETTIRW��8LI�WEQI�LIEHIVW�

WLSYPH�FI�XLIVI�MR�VIWTSRWI�XS�XLI�EGXYEP�VIUYIWX�EW�[IPP��-J�RSX���M�I���E�LIEHIV�QMWQEXGL
�XLI�EGXYEP�

VIUYIWX�[MPP�RSX�FI�TVSGIWWIH�

*MKYVI�����3ZIVZMI[�SJ�'367

Image
(domain-a.com)

+)8�MQEKI�TRK

+)8�MQEKI�TRK

Same-origin requests (always allowed)

1EMR�VIUYIWX��HIƼRIW�SVMKMR

Cross-origin requests (controlled by CORS)
Web document
domain-a.com

+)8�[IFJSRX�ISX

+)8�PE]SYX�GWW

+)8����QEMR�TEKI


Web Server

(domain-a.com)

Web Server

(domain-b.com)

Canvas w/image from
domain-b.com
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3.3.2 Bot Detection

-X�MW�MQTSVXERX�XS�LEZI�EHZERGIH�WIGYVMX]�QIGLERMWQW�XS�TVSXIGX�%4-W�JVSQ�FIMRK�EGGIWWIH�F]�FSXW�ERH�

LEGOIVW��,EGOIVW�QE]�XV]�XS�GSRWYQI�%4-W�ZME�STIR�TSVXW�MR�XLI�%4-�QEREKIQIRX�W]WXIQ��9WYEPP]��XLMW�

EXXIQTX�[MPP�FI�QEHI�[MXL�ER�STIR�TSVX�WGER�ERH�WLSYPH�FI�HIXIGXIH�EX�XLMW�WXEKI�

8LIWI�X]TIW�SJ�EXXEGOW�WLSYPH�FI�TVIZIRXIH�ERH�MRJSVQEXMSR�WLSYPH�FI�WIRX�XS�XLI�VIPIZERX�TEVXMIW�XS�

make necessary changes to the system.

9RXMP�XLI�EGXMSRW�EVI�MQTPIQIRXIH��XLI�W]WXIQ�WLSYPH�EYXSQEXMGEPP]�FPSGO�XLI�SVMKMREXMRK�-4�EHHVIWW�

JVSQ�EGGIWWMRK�ER]�QSVI�%4-W�YRXMP�JYVXLIV�RSXMGI��8LMW�WXIT�[MPP�JYVXLIV�IRLERGI�XLI�WIGYVMX]�SJ�XLI�

system (and other APIs).

3.3.3 Protection against Malicious Payloads

7IGYVMX]�EXXEGOW�EVI�KIXXMRK�QSVI�ERH�QSVI�WSTLMWXMGEXIH�IZIV]�HE]��,IRGI��HIXIGXMRK�ERH�TVIZIRXMRK�

those becomes vital. These days, it is very hard to trust every request that comes to a particular API, 

IZIR�XLSYKL�MX�GSQIW�JVSQ�E�PIKMXMQEXI�YWIV��1SHIVR�WIGYVMX]�TVSXSGSPW�RIIH�XS�HIXIGX�ERH�VIWTSRH�XS�

H]REQMG�EXXEGOW�ERH�XLI�YRMUYI�ZYPRIVEFMPMXMIW�SJ�IEGL�%4-��

-R�XLMW�OMRH�SJ�WGIREVMS��IRJSVGMRK�XLI�VMKLX�WIGYVMX]�EKEMRWX�QEPMGMSYW�TE]PSEHW�FIGSQIW�E�QYWX��8LMW�

[E]��XLI�W]WXIQ�GER�FI�WEJIKYEVHIH�EKEMRWX�MRXIRXMSREP�SV�YRMRXIRXMSREP�EXXEGOW��*SV�I\EQTPI��WSQI�

PIKMXMQEXI�YWIVW�QMKLX�WIRH�E�TE]PSEH�XLEX�GER�LEVQ�XLI�FEGOIRH�WIVZMGI�YRMRXIRXMSREPP]��-J�XLMW�VIUYIWX�

MW�RSX�TVIZIRXIH��XLI�WIVZMGI�[MPP�WYVIP]�I\TIVMIRGI�TVSFPIQW�

;LIR�IRJSVGMRK�WIGYVMX]�QIGLERMWQW�XS�TVSXIGX�EKEMRWX�QEPMGMSYW�TE]PSEHW��MX�MW�RIGIWWEV]�XS�EHHVIWW�

EPP� OMRHW�SJ� TE]PSEH�FEWIH�WGERRMRK��8LMW� MRGPYHIW�TVSXIGXMSR�EKEMRWX� .732�QIWWEKI� XLVIEXW��<10�

QIWWEKI�XLVIEXW��.732�WGLIQE�FEWIH�XLVIEXW��VIKYPEV�I\TVIWWMSR�FEWIH�XLVIEXW��750�MRNIGXMSRW��ERH�

WGVMTX�FEWIH��.EZEWGVMTX
�EXXEGOW��8LEX�MW�XLI�SRP]�[E]�XS�TVSTIVP]�IRWYVI�XLI�WIGYVMX]�SJ�XLI�W]WXIQ�

8LMW�WIGYVMX]�QIGLERMWQ�[MPP�FI�EFPI�XS�ZEPMHEXI�XLI�TE]PSEH�EKEMRWX�E�TVIHIƼRIH�VYPI�WIX�ERH�IRWYVI�

XLEX�XLI�FEGOIRH�MW�WEJI�JVSQ�LEVQJYP�VIUYIWXW��;MXL�XLMW�QIGLERMWQ�MR�TPEGI��%4-�TVSZMHIVW�ERH�HIZIP-

opers can take necessary prevention actions in advance.

%�;IF�%TTPMGEXMSR�*MVI[EPP��;%*
�MW�ERSXLIV�[E]�XS�IRWYVI�TVSXIGXMSR�EKEMRWX�EXXEGOW�GEYWIH�F]�QEPM-

GMSYW�TE]PSEHW��%�;%*�GER�TVSXIGX�%4-W�JVSQ�E�ZEVMIX]�SJ�ETTPMGEXMSR�PE]IV�EXXEGOW�WYGL�EW�GVSWW�WMXI�

WGVMTXMRK��<77
��750�MRNIGXMSR��ERH�GSSOMI�TSMWSRMRK��IXG�



End-to-End API Security 25 / 32

3.3.4 Data Masking and Data Redaction
;LIR�HMWGYWWMRK�%4-�WIGYVMX]�MR�ER]�%4-�IGSW]WXIQ��XLI�WIGYVMX]�SJ�YWIV�HEXE�GERRSX�FI�MKRSVIH��7SQI-

XMQIW��MX�MW�RIGIWWEV]�XS�VIXVMIZI�WSQI�YWIV�GPEMQW�JSV�EYXLIRXMGEXMSR�TYVTSWIW��EYXLSVM^EXMSR�WIVZIV
��

,S[IZIV�� XLEX� MRJSVQEXMSR�QYWX�FI�LMHHIR�JVSQ�SXLIVW��WYGL�EW� XLI�FEGOIRH�WIVZMGI��(EXE�QEWOMRK�

FIGSQIW�E�YWIJYP�WSPYXMSR�XS�EHHVIWW�XLIWI�OMRHW�SJ�WGIREVMSW�

;LIR�MQTPIQIRXMRK�XLMW�WXVEXIK]��XLIVI�WLSYPH�FI�E�QIGLERMWQ�XS�ƼPXIV�WIRWMXMZI�MRJSVQEXMSR�MR�XLI�%4-�

QEREKIQIRX�W]WXIQ��8LMW�GER�FI�EGLMIZIH�F]�YWMRK�E�QIWWEKI�XVERWJSVQEXMSR�SV�QIWWEKI�QIHMEXMSR�

PSKMG��3RGI�XLEX�MW�IRKEKIH��WIRWMXMZI�MRJSVQEXMSR�[MPP�FI�ƼPXIVIH�SV�QEWOIH�[MXL�WSQI�SXLIV�HEXE�XS�

LMHI�XLI�I\EGX�ZEPYIW��'SRWYQIVW�EVI�IRWYVIH�XLEX�XLIMV�WIRWMXMZI�MRJSVQEXMSR�MW�YWIH�SRP]�JSV�EYXLIRXM-

cation purposes (and nothing more than that).

(EXE�VIHYGXMSR�GER�FI�TIVJSVQIH�MR�E�GSRHMXMSREP�QERRIV�EW�[IPP��*SV�I\EQTPI��GSRWMHIV�E�VIUYIWX�WIRX�

XS�GLIGO�MJ�E�TIVWSR�MW�IPMKMFPI�XS�ZSXI��M�I���TISTPI�[LS�EVI�SZIV����]IEVW�SPH�GER�ZSXI
��-R�XLMW�GEWI��XLI�

%4-�GER�VIXYVR�XLI�SYXTYX�EW�E�FSSPIER�[LIVI�MX�MRHMGEXIW�XLI�GSRHMXMSR���ƈMW�XLMW�TIVWSR�EFSZI����]IEVW�

SJ�EKIƉ��VEXLIV�XLER�I\TSWMRK�XLI�EGXYEP�EKI�SJ�XLI�TIVWSR��8LIWI�OMRHW�SJ�QSHMƼGEXMSRW�GER�FI�YWIH�XS�

TVSXIGX�WIRWMXMZI�MRJSVQEXMSR�ERH�QEWO�XLI�HEXE�

3.3.5 Fraud Detection
%�WIGYVMX]�FVIEGL�MR�XLI�%4-�IGSW]WXIQ�GER�LETTIR�MR�QER]�HMJJIVIRX�[E]W��7SQIXMQIW��ER�EXXEGOIV�GER�

WXIEP�E�ZEPMH�GVIHIRXMEP�JVSQ�E�PIKMXMQEXI�GSRWYQIV�ERH�XV]�XS�GSRWYQI�WIVZMGIW��-J�XLI�W]WXIQ�WSPIP]�

relies on the credentials (or tokens), the attacker can do anything pretending to be a legitimate consum-

IV��-R�WMQTPI�XIVQW��MX�MW�LEVH�XS�JYPP]�ƈXVYWXƉ�IEGL�ERH�IZIV]�VIUYIWX�EW�E�PIKMXMQEXI�VIUYIWX�IZIR�XLSYKL�

some valid credentials are used.

8LIWI�X]TIW�SJ�EXXEGOW�GERRSX�FI�WMQTP]�TVIZIRXIH�[MXL�XSOIR�SV�GVIHIRXMEP�FEWIH�EYXLIRXMGEXMSR�TVS-

XSGSPW��)EGL�%4-�LEW�MXW�S[R�EGGIWW�TEXXIVRW��[LMGL�QEOIW�MX�HMƾGYPX�XS�HIXIGX�E�WTIGMƼG�TEXXIVR�F]�

EREP]^MRK�PEVKI�ZSPYQIW�SJ�HEXE�QERYEPP]�SV�F]�YWMRK�WXEXMG�TSPMGMIW��%-�SV�YRWYTIVZMWIH�QEGLMRI�PIEVR-

MRK�EPKSVMXLQW�FIGSQIW�E�PMJIWEZIV�MR�XLIWI�GVMXMGEP�WMXYEXMSRW��1SVISZIV��XLI�W]WXIQ�WLSYPH�RSXMJ]�XLI�

VIWTIGXMZI�TISTPI�EFSYX�XLI�EXXEGO�WS�XLI]�GER�XEOI�I\XVE�WXITW�XS�WEJIKYEVH�XLIMV�GVIHIRXMEPW�

;MXL�XLEX��%4-W�GER�FI�TVSXIGXIH�JVSQ�GVIHIRXMEP�XLIJX�ERH�EFRSVQEP�EGGIWW�TEXXIVRW��8LI�W]WXIQ�RIIHW�

XS�FI�GSRXMRYSYWP]�QSRMXSVIH�ERH�XLI�EPKSVMXLQ�LEW�XS�FI�ƈXVEMRIHƉ�XS�HIXIGX�WIGYVMX]�XLVIEXW�[LMPI�QEO-

MRK�MX�LEVHIV�XS�TIVJSVQ�ER�EXXEGO�IZIR�[MXL�E�WIX�SJ�ZEPMH�GVIHIRXMEPW�

-J�E�XSOIR�MW�WXSPIR�SV�E�WIGYVMX]�FVIEGL�LETTIRW��MVVIWTIGXMZI�SJ�EPP� XLI�WIGYVMX]�QIGLERMWQW
��XLIR��

W]WXIQ�EHQMRMWXVEXSVW�WLSYPH�FI�EFPI�XS�XVEGI�XLI�MWWYI�XS�MHIRXMJ]�[LMGL�MRJSVQEXMSR�LEW�FIIR�GSQ-

TVSQMWIH��8LMW�MW�[LIVI�E�PSKKMRK�QIGLERMWQ�GSQIW�MRXS�TPE]��;MXL�XLI�PSKW��W]WXIQ�EHQMRMWXVEXSVW�

SV�IRKMRIIVW�WLSYPH�FI�EFPI�XS�XVEGO�[LIR�XLI�FVIEGL�SGGYVVIH��[LMGL�HEXE�[EW�EGGIWWIH��JVSQ�[LMGL�

-4�MX�[EW�EGGIWWIH��IXG��8LMW�OMRH�SJ�MRJSVQEXMSR�[MPP�FI�FIRIƼGMEP�XS�MQTVSZI�XLI�WIGYVMX]�SJ�XLI�%4-W�

MR�XLI�JYXYVI��,IRGI��E�GSQTVILIRWMZI�IVVSV�PSKKMRK�W]WXIQ�FIGSQIW�E�ZEPYEFPI�EWWIX�XS�XVEGI�HS[R�E�

WIGYVMX]�FVIEGL�IZIR�EJXIV�MX�LETTIRW�
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3.4 Propagating Security Contexts to APIs

%W�QIRXMSRIH�MR�XLI�ƼVWX�GLETXIV��XLI�%4-�KEXI[E]�MW�TVMQEVMP]�VIWTSRWMFPI�JSV�LERHPMRK�%4-�WIGYVMX]��

1SWX�SJ� XLI�XMQI�� XLI�YWIV�GPEMQW�ERH�GVIHIRXMEPW�EVI�YWIH�EX� XLI�%4-�KEXI[E]� PIZIP�ERH�[MPP�RSX�FI�

GEVVMIH�JSV[EVH�EJXIV�XLI�EYXLIRXMGEXMSR��,S[IZIV��MR�WSQI�GEWIW��XLIVI�[MPP�FI�E�RIIH�XS�WIRH�IRH�YWIV�

EXXVMFYXIW� XS� XLI�FEGOIRH� JSV�EYXLIRXMGEXMSR�TYVTSWIW� �JSV�WSQI�FYWMRIWW� PSKMG��YWIV� MRJSVQEXMSR� MW�

RIIHIH��LIRGI�MX�WLSYPH�FI�TVSTEKEXIH�XS�XLI�FEGOIRH�MR�E�WIGYVI�QERRIV
��%�.732�[IF�XSOIR��.;8
�

MW�XLI�WXERHEVH�[E]�XS�WYTTSVX�XLIWI�OMRHW�SJ�WGIREVMSW��%GGSVHMRK�XS�XLI�6*'�WTIGMƼGEXMSR��.;8�MW�

E�.732�SFNIGX�XLEX�GER�FI�YWIH�EW�E�WEJI�[E]�XS�VITVIWIRX�E�WIX�SJ�MRJSVQEXMSR�FIX[IIR�X[S�TEVXMIW��

8LI�XSOIR�MW�GSQTSWIH�SJ�E�LIEHIV��E�TE]PSEH��ERH�E�WMKREXYVI��.;8�MW�YWIJYP�JSV�EYXLIRXMGEXMSR�ERH�

MRJSVQEXMSR�I\GLERKI��QSWXP]�XS�JSV[EVH�E�WIX�SJ�GPEMQW�XS�FEGOIRH�WIVZMGIW�XS�JYVXLIV�EYXLIRXMGEXMSR
�

;LIR�XLI�VIUYIWX�VIEGLIW�XLI�FEGOIRH�WIVZMGI��MX�GER�ZIVMJ]�XLI�MHIRXMX]�SJ�XLI�YWIV�[LS�WIRX�XLI�VIUYIWX�

and grant/deny the request based on the claims.
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3.5 OWASP Top 10 API Threats

8LI�EHZERXEKIW�XLEX�%4-W�FVMRK�GER�EPWS�FI�E�QEWWMZI�PMEFMPMX]�HYI�XS�XLI�I\TSWYVI�SJ�QENSV�%4-�WIGYVMX]�

ZYPRIVEFMPMXMIW�VIWYPXMRK�MR�HEXE�XLIJX��YREYXLSVM^IH�HEXE�QERMTYPEXMSR��ERH�HS[RXMQI�XS�GVMXMGEP�FYWMRIWW�

systems, leading to business disruption and monetary loss.

8LI�QSWX�TVIZEPIRX�%4-�WIGYVMX]�ZYPRIVEFMPMXMIW�LEZI�FIIR�MHIRXMƼIH�F]�XLI�Open Web Application Se-

GYVMX]�4VSNIGX��3;%74
��[LMGL�MW�E�RSR�TVSƼX�JSYRHEXMSR�XLEX�[SVOW�XS�MQTVSZI�ERH�IWXEFPMWL�WIGYVMX]�

WXERHEVHW�MR�XLI�WSJX[EVI�MRHYWXV]��6IJIV�FIPS[�JSV�8LI�3;%74�%4-�7IGYVMX]�8ST����PMWX��[LMGL�JSGYWIW�

SR�XLI�JSPPS[MRK�ZYPRIVEFMPMXMIW��'PMGO�XLI�PMROW�XS�VIEH�HIXEMPIH�I\TPEREXMSRW�SJ�IEGL�WIGYVMX]�XLVIEX�ERH�

LS[�XLI]�GER�FI�TVIZIRXIH�

 1. &VSOIR�3FNIGX�0IZIP�%YXLSVM^EXMSR

 2. &VSOIR�9WIV�%YXLIRXMGEXMSR

 3. )\GIWWMZI�(EXE�)\TSWYVI

 4. 0EGO�SJ�6IWSYVGIW�
�6EXI�0MQMXMRK

 5. Broken Function Level Authorization

 6. Mass Assignment

 7. 7IGYVMX]�1MWGSRƼKYVEXMSR

 8. -RNIGXMSR

 9. Improper Assets Management

 10. -RWYƾGMIRX�0SKKMRK�
�1SRMXSVMRK

To build a secure API ecosystem, preventing these threats becomes key. At the same time, these stan-

HEVHW�WLSYPH�FI�IRJSVGIH�XLVSYKLSYX�XLI�IRXMVI�HIZIPSTQIRX�PMJIG]GPI�SJ�ER�%4-��

*MKYVI�����3;%74�7IGYVMX]�4VSNIGX
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3.6 7IGYVMX]�%WWIWWQIRXW�SJ�%4-�(IƼRMXMSRW

%GGYVEXIP]�MHIRXMJ]MRK�TSXIRXMEP�ZYPRIVEFMPMXMIW�MR�%4-�HIƼRMXMSRW�ERH�EHHVIWWMRK�XLIQ�MQQIHMEXIP]�MW�E�

KVS[MRK�GSRGIVR�MR�XSHE]ƅW�%4-�QEREKIQIRX�EVIRE�

The 3TIR%4-�WTIGMƼGEXMSR�MW�[MHIP]�YWIH�EW�XLI�HIƼRMXMSR�PERKYEKI�JSV�%4-W��&]�EREP]^MRK�XLMW�HIƼRM-

XMSR��MX�MW�TSWWMFPI�XS�IZEPYEXI�XLI�WIGYVMX]�EWTIGXW�SJ�E�KMZIR�%4-��7SQIXMQIW��MX�MW�MQTSVXERX�XS�IZEPYEXI�

XLMW�%4-�HIƼRMXMSR�ERH�GLIGO�MJ�MX�GSRXEMRW�XLI�RIGIWWEV]�IPIQIRXW�MR�MX��

-J� XLMW�EWTIGX� MW�QMWWIH��XLIR�XLIVI� MW�E�TSWWMFMPMX]�XS�I\TSWI�E�WIGYVMX]�ZYPRIVEFMPMX]�[LIR�XLI�%4-� MW�

TYFPMWLIH��8LMW�WLSYPH�FI�TVIZIRXIH�MR�XLI�IEVP]�WXEKIW�SJ�XLI�%4-�HIZIPSTQIRX�PMJIG]GPI��

-R�XLI�3TIR%4-�WTIGMƼGEXMSR��ƈWIGYVMX](IƼRMXMSRWƉ�IPIQIRX�HIƼRIW�LS[�%4-�GPMIRXW�QYWX�EYXLIRXMGEXI�

XS�YWI�%4-�STIVEXMSRW��-J�XLMW�WIGXMSR�MW�RSX�HIƼRIH�MR�XLI�%4-�HIƼRMXMSR��MX�QIERW�XLEX�ER]SRI�GER�YWI�

%4-�STIVEXMSRW�EW�PSRK�EW�XLI]�ORS[�XLI�960W�SJ�XLI�STIVEXMSRW�ERH�LS[�XS�MRZSOI�XLIQ��,IRGI��MX�MW�

MQTSVXERX�XS� MHIRXMJ]�ERH�TVIZIRX�XLMW� MWWYI�FIJSVI�XLI�%4-� MW�QSZIH�XS�XLI�TVSHYGXMSR�IRZMVSRQIRX��

(IZIPSTIVW�GER�MQTVSZI�XLI�WIGYVMX]�SJ�XLI�%4-�EW�WSSR�EW�XLI]�MHIRXMJ]�XLI�MWWYIW�MR�XLI�HIƼRMXMSR�
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3.7 Wrap-up

7S�JEV�XLI�HMWGYWWMSR�[EW�EFSYX�[L]�%4-�WIGYVMX]�MW�RIIHIH�ERH�[LEX�EVI�XLI�OI]�JEGXW�XLEX�RIIH�XS�FI�

GSRWMHIVIH�[LIR�WIGYVMRK�%4-W�MR�ER�SVKERM^EXMSR�

8LI�GSRXIRX�MR�XLMW�IFSSO�LEW�FIIR�SVKERM^IH�XS�TVSZMHI�E�GPIEV�TMGXYVI�SJ�[LEX�%4-�WIGYVMX]�MW�EFSYX�

ERH�XLI�TSWMXMZI�MQTEGX�MX�LEW�SR�XLI�FYWMRIWW�[SVPH�

%GGSVHMRKP]��MX�MW�MQTSVXERX�XS�XLSVSYKLP]�IZEPYEXI�XLI�GETEFMPMXMIW�SJ�ER�%4-�QEREKIQIRX�WSPYXMSR�FI-

JSVI�HITPS]MRK�MX�MR�E�TVSHYGXMSR�IRZMVSRQIRX��8LI�VIGSQQIRHIH�TVEGXMGI�MW�XS�GLSSWI�E�TVSHYGX�XLEX�

MW�[IPP�IWXEFPMWLIH�MR�XLI�QEVOIX��7MRGI�MXƅW�FEXXPI�XIWXIH��MX�XIRHW�XS�GSZIV�QSWX�SJ�XLI�GSQQSR�WIGYVMX]�

XLVIEXW�ETTPMGEFPI�MR�XLEX�HSQEMR��1SVISZIV��IZIR�MJ�WSQISRI�MWRƅX�JYPP]�E[EVI�SJ�HMJJIVIRX�XLVIEXW��XLI�

product guides to create and manage APIs that are secure by design (in most cases).
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4

Conclusion
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-R�QSWX�SVKERM^EXMSRW��%4-W�EVI�FIMRK�YWIH�XS�EGLMIZI�MQTSVXERX�SFNIGXMZIW�WYGL�EW�

� 8S�I\TSWI�MRXIVREP�WIVZMGIW�[MXLMR�XLI�SVKERM^EXMSR

� 8S�GSQQYRMGEXI�[MXL�TEVXRIVW�ERH�GSPPEFSVEXSVW

� 8S�I\TSWI�WIVZMGIW�XS�GSRWYQIVW

(ITIRHMRK�SR�XLI�WM^I�SJ�XLI�SVKERM^EXMSR��XLIVI�[MPP�FI�E�QM\�SJ�XLIWI�%4-�X]TIW�

-VVIWTIGXMZI�SJ�XLI�SFNIGXMZI��ERH�XLI�SVKERM^EXMSR�X]TI
��%4-�WIGYVMX]�LEW�FIGSQI�E�GVYGMEP�

TEVX�SJ�XLI�%4-�IGSW]WXIQ��-J� XLMW�JEGXSV� MW� MKRSVIH��XLIVI�GER�FI�WMKRMƼGERX�GSRWIUYIRGIW��

[LMGL�GSYPH�TSXIRXMEPP]�LEZI�HEQEKMRK�VIWYPXW�SR�FSXL�XLI�FYWMRIWW�ERH�IRH�YWIVW��8LIVIJSVI��

MX�MW�GVMXMGEP�XS�LEZI�VSFYWX�ERH�VIPMEFPI�[E]W�XS�TVSXIGX�%4-W�JVSQ�EXXEGOW�

8LMW�FSSO�I\TPEMRW�XLI�JEGXSVW�XLEX�RIIH�XS�FI�GSRWMHIVIH�[LIR�HIZIPSTMRK�ERH�IZEPYEXMRK�

ER�%4-�QEREKIQIRX�WSPYXMSR�XLEX�MW�GETEFPI�SJ�SJJIVMRK�QE\MQYQ�WIGYVMX]�JSV�XLI�IRXMVI�%4-�

ecosystem.
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