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A number of reports have emerged of deepfake holograms being used to impersonate executives 

at major companies during online meetings – some with the power to authorize multi-million dollar 

transactions. 

Perhaps the most prominent example of the trend relating to crypto occurred in October 2022, 

when a deepfake was created of Patrick Hillmann, former chief communications officer of leading 

cryptocurrency exchange Binance. Scammers were found to be sending online meeting requests to 

other senior managers in the CCO’s name. Hillmann reported that several other employees have also 

been impersonated by scammers across social media platforms.

Crypto-related instances of deepfake executive scams are currently minimal. However, they remain a 

cause for concern due to the significant financial losses that they can inflict on victims. In a non-crypto 

yet high-profile incident occurring in February 2024, deepfakes impersonating executives of UK-based 

company Arup were able to convince Hong Kong-based employees to authorize approximately $25 

million in transactions to scammers. The scam occurred during what appeared to be virtual meetings 

between the firm’s employees and executives.

In terms of the cryptoasset ecosystem specifically, there are two characteristics of the industry that 

deepfake executive scammers may seek to exploit. 

•	 Irreversibility of crypto transactions: Compared to crypto, fiat-based transactions are likely 

to be reversible through chargeback claims and other procedures, which may reduce the 

chances of a scam ending in success. Scammers may therefore prefer to target the crypto 

industry and compel victims to authorize crypto transfers instead.

•	 Token listing offers: The listing of a crypto token by an exchange is often a significant 

milestone in determining a token’s durability and price. Scammers may therefore target senior 

executives of token projects – while impersonating senior exchange employees - and offer 

assistance with listing their token in return for payment. 

AI experts have released guidance on detecting deepfake scams during online meetings. Suggested 

indicators include monitoring the persons’ blinking and asking them to face sideways, as deepfake 

technology tends to struggle with modeling side profiles and can easily be exposed when trying  

to do so.
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Source: Dextools.io. “Gemini” (successor name to Google’s BardAI) was not included due to a major 

crypto exchange bearing the same name. Total number of tokens identified: 7,815 (as of May 2024)

On many blockchains, it takes little effort to create a token. Many scammers have taken advantage 

of this capability, often capitalizing on newsworthy recent events to drive up hype. Besides incorrectly 

suggesting a business affiliation exists between a legitimate company and a crypto token, such 

endeavors may culminate in two main types of fraud:

•	 Exit scams or “rug pulls” – the scammers drive up hype to boost their token’s price and then 

sell their reserves for significant profit – thus bringing the price crashing down again and 

leaving their victims with an ultimately worthless investment. In 2021, a token named after 

the Netflix hit show Squid Game became notorious after initiating a rug-pull, with scammers 

making several thousands of dollars. 

•	 Market manipulation or “pump and dump” schemes – schemes where coordinated groups 

initiate sudden purchases and sales of tokens to make a profit. 

AI is the hype-generating target of a string of recent scam tokens. There are hundreds of tokens listed 

on several blockchains that have some variant of the term “GPT’’ in their name – including “GPT-

4 Token”, “CryptoGPT’’ and “GPT Coin” – amongst others. Some may indeed reflect well-intentioned 

ventures, but a number of them have been shilled in amateur trading forums where scammers claim 

some form of official association with ChatGPT or other supposedly legitimate AI company.
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Examples of Sha Zhu Pan sites using terms such as ‘AI’ and ‘arbitrage’ in their URLs, 

but not necessarily in their user interface.

Source: Elliptic Investigator.

The capability of blockchain analytics solutions to understand the operations of such scams is 

demonstrated on the below Elliptic Investigator graph, which shows the on-chain transactions between 

an AI-related Sha Zhu Pan scam site and six presumed victims The transactions of one victim, “Victim 1”, 

is shown in the right side panel.

The transaction history suggests that Victim 1 first sent approximately $4,900 to the supposed AI trading 

site on 30 August 2023. The scammers then sent them back $200 five days later – a 4% apparently AI-

enabled return on investments. This is a typical initial baiting withdrawal to make the victim believe in 

the authenticity of the site – after which the victim is encouraged to invest more. The tactic is also the 

premise behind the term “pig butchering”. Victim 1 eventually lost over $70,000 – after a series of larger 

investments and further baiting transactions – to the scam over the course of two months. It is worth 

noting that this transaction pattern is not specific to AI-related Sha Zhu Pan sites only.
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Despite being officially closed, Elliptic has identified updated and potentially unrelated iterations of 

WormGPT being showcased in November 2023. By mid December, another variant – “WormGPT 6” – was 

being marketed by a user named “forsasuke1337”. 

WormGPT 6 suggests that it can be used for carding, phishing, malware, scanning for vulnerabilities, 

hacking, coding malicious smart contracts, cyberstalking and harassment, identity theft, distributing 

private sensitive material and other blackhat “unethical requests” for “illegal or legal” money making. 

On 29 February 2024, it allegedly exceeded 1,000 customers. 

Elliptic has identified cryptoasset addresses used for payments for this latest iteration of WormGPT, 

although other potentially scam variants also exist. On-chain analytics suggest that $26,000 worth 

of lifetime WormGPT 6 licenses, ranging between $50 to $200 each, have been sold, with the model 

receiving mixed reviews from dark web users.

“WormGPT 3.5”-generated malware and phishing emails, showcased on dark web forums.

WormGPT advising a user how to manufacture illegal drugs (left) and Elliptic Investigator showing a 

sample of payments being made to a WormGPT administrator address (right).
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For an operation of this scale, AI appears to be somewhat of an efficiency driver; the drainer’s catalog 

suggests that 53 designs were uploaded for sale in the first two months of 2024. 

In light of claims that AI is also used to process on-chain transactions, Elliptic has traced the outgoing 

funds originating from the drainer’s operator wallets. The analysis suggests that the group uses a 

comprehensive cross-chain obfuscation strategy, incorporating the use of decentralized exchanges, 

cross-chain bridges and coin swap services – all of which have been discussed in Elliptic’s October 

2023 State of Cross-chain Crime report. 

A sample of the process is shown in the Elliptic Investigator graph below. Given the inconsistencies in 

the nature and timing of transactions, there is no indication that they are initiated programmatically or 

in an automated manner through the use of AI.

Elliptic investigator shows the cross-chain obfuscation patterns of funds originating from drainer 

operator wallets.











38

Elliptic Investigator showing incoming credit payments to an AI explicit image bot address.

The observation of AI-generated explicit images on the dark web relates to another trend – namely the 

rise in specialist AI services that generate such images in the first place. Elliptic has identified a number 

of websites and Telegram bots that purportedly generate explicit content based on user-uploaded 

images using AI. Many create images for less than $1 each. 

Some of these services take crypto payments for credits, though on-chain data suggests that other fiat 

payment methods are typically more popular. Crypto payment processors are often used to facilitate 

payments to many of these services. One AI “undresser” Telegram bot with 260,000 subscribers has 

received just over $3,000 in crypto payments. Another Chinese-origin service with 330,000 subscribers, 

however, has received a more notable $170,000 in USDT. The apparent popularity of such services has 

also prompted a number of “AI deepfake generator” scams, as well as alleged cyberattacks of rival 

services by competitor bots. 
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The rise in deepfake and AI explicit image generator services
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Some bots occasionally provide a disclaimer “prohibiting” the use of their services by minors or for 

generating CSAM. However, there does not appear to be any ostensible mechanism in place to actually 

prevent their use in this way, or for other illegal or harmful activities such as generating explicit images 

of a person without their consent. In some jurisdictions, such as the UK as of 2024, the creation and 

dissemination of deepfake pornography is set to be outlawed altogether. 

Crypto does not appear to be a significant enabler of this trend. However, tracing crypto payments to 

such services can offer crucial insights for law enforcement agencies investigating their misuse. Elliptic 

aims to assist investigations by ensuring that the crypto payment addresses of these services are 

labeled and traceable in our tools.






























