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% Agentic Al: Transforming industries by 2028

By 2028, leading firms predict widespread adoption of Agentic Al, with up to 80% of customer service automated, billions of Al agents in use, and significant
impacts on enterprise decision-making and workflows.

Gartner@ By 2028 Statistical prediction about Agentic Al by 2028
0/ enterprise software 0/ work decisions to be Customer Service (2028) 80%
33 /0 will include Agentic Al 15 /0 managed by Agentic Al 0
. enterprises will use Al to Indian Workflows (2028) 50%
800/ customer service issues to 400/ measure and influence
0 be autonomously resolved 0 . i ]
employee behaviors Behavior Tracking (2028) 40%
30% cost reduction
Exec Boards (2028) 10%
é === Work Decisions (2028) 15%
% = === salesforce By 2028
% - T Software (2028) 33%
. By 2026 By 2028 GenAl Pilots (2027) 50%
2 1 bl I I 10N Al will transform workflows | 1B Al Agents (2026) a0
£ Al agents to 100/ global boards to use Al guidance
:E: be in service globally 0 for executive decisions 0% 20% 40% 60% 80% 100%
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AgentIC Al: Bridging Generative Al and Machine Learning to enable autonomous intelligence and adaptive decision-making

Unsupervised Machine Autonomous intelligence
learning Deep Learnin
Process |earning q +
automation Supervised enerative Ag:Tt'C Adaptive decision-making
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What is Agentic Al?

What is Agentic Al ?

= Agentic Al is a form of artificial intelligence that enables autonomous decision-making, action, and continuous learning from interactions.
= |t operates through autonomous Al agents that interpret context, make decisions, and execute actions aligned with preset objectives.

Agentic Al
A\

Autonomous Ability to initiate and complete tasks independently,
requiring minimal or no direct human supervision
! Ability to continuously improve and adapt through
Generative interaction with its environment, learning from
feedback

Combining these technologies with contextual understanding and decision-making frameworks results in a model that can:
= Handle complex, multi-step tasks with minimal oversight
= Generate text, media, and other outputs that are intuitive in communication with humans
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Agentic Al architecture: a multi-layered framework enabling intelligent systems to perceive, orchestrate,

and act autonomously with continuous learning and adaptability

Perception layer Agent orchestration layer

Gathers diverse input Acts as the system’s brain, coordinating Al agents

data sources ,ensuring Adaptive task Multi-agent System insights
LIS LTS SISl (T8 management collaboration and supervision
actionable insights

Multi-modal fusion
Al Agents

Camera Operate with dedicated functionalities: Specialized agents handle tasks

Self-
evaluation and
performance
improvement

Continuous
improvement
through self
learning

Use of tools
for domain-
specific tasks

Text Planning and
execution

Audio

Sensors

Data storage/ retrieval layer
Ensures efficient data management

Diverse data Vector stores Knowledge graph
repositories (information retrieval) B (contextual reasoning)

Output layer

Transforms Al insights into
personalized, context-aware
results, continuously updating
the system’s knowledge base

Autonomous actions

Physical actions in real-world

Continuous monitoring for
adaptability
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Key features comparison: Al vs. Generative Al vs. Agentic Al

Al

Technology that enables machines
to demonstrate human-like
reasoning and capabilities.

Relies on structured/unstructured
data for training and operation

= Limited autonomy - it always
needs human input or oversight

Complexity varies from simple
rule-based systems to advanced
learning algorithms

Generative Al

Subset of Al focused on creating
new content, such as text, images,
and code.

&

®

= |t needs vast data sets for
training

= Non-autonomous - output
depends on user prompts

= Advanced complexity - it
needs deep learning
architectures for training

Agentic Al

Al systems capable of autonomous
decision-making and actions

= Uses real-time and historical data,
including data it has generated
itself, for context-aware
decision-making

= Autonomous - capable of initiating
actions without human prompts

= Highly complex - integrating Al
decision-making with executions

EY
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1 Agentic Al adoption

Leading companies are leveraging Agentic Al to streamline operations and enhance user experiences. Examples
include Google's workflow management platform, Saks' personalized shopping, OpenAl's browsing agent, Microsoft's
chatbot, Amazon’'s conversational Alexa+, and Walmart's inventory optimization.

Google Saks Open Al

Google has introduced an Saks, an American luxury OpenAl has launched
Agentic Al platform for retailer, is utilizing Agent Operator, an agent that
enterprise workflow Al to customize user can perform autonomous
management shopping experiences browsing

g W
{ \ =

: 2 J h . = .' | (@™
Microsoft “Amazon ‘ = Walmart &
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Microsoft has launched Amazon has unveiled an Walmart-is Ievﬁg’-ing-ﬂ
an Agentic chatbot to agentic Alexa+ that is Agentic Al to optimize
enhance customer more conversational inventory management
engagement
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Driving predictive insights, automation, and tailored solutions to enable the adoption of Agentic Al in healthcare, finance, manufacturing, transportation, and other sectors

Healthcare

@e®

N
e

. Enhanced diagnostics
Medical image analysis
= |mproved accuracy

Personalized treatment
= Tailors plans to genetics and history

Streamlined administration
= Task automation and resource optimization

Predictive healthcare
= Proactive care for at risk individuals

Financial services

Autonomous decision
= Triggers trades
= Adjusts risk models

Efficiency gains
= Reduces manual workloads

= Automates financial management tasks

Manufacturing

('

v

woill;

il

Predictive maintenance
= Early failure detection
= Reduce downtime

Quality control
= Computer vision aided defect identification

Supply chain optimization

5 E& = Predicts demand

= Optimizes logistics

FMCG

Demand forecasting and inventory optimization
= Reduced waste and stockouts
= Smart production planning

Enhanced customer experience and personalization
= Targeted marketing campaigns
= 24/7 virtual assistance - Al-driven chatbots

Product Innovation and quality control
= Consumer insights analysis
= Real-time guality monitoring

EY
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1 Agentic Al introduces amplified risks compared to traditional Al

Agentic Al: Emerging risks and control strategies

Traditional Al risks

Data quality and bias

Bias data: Agentic Al remains
vulnerable to biased/incomplete
training data, leading to flawed
decisions

Agentic Al

False positives/negatives

Flawed models: Agentic Al may miss
threats or generate
incorrect alerts due to
flawed models

Integration complexities

Legacy system integration: Merging
Agentic Al with legacy systems
remains challenging

Security risks

Unauthorized data access: Autonomous agents interact
with multiple systems, expanding attack surfaces and
enabling potential breaches of sensitive data

Compliance and governance risk

Regulatory non-compliance: Evolving standards (e.q.,
GDPR, CCPA) struggle to keep pace with autonomous
Al's decision-making, increasing legal exposure

Ethical risk

Bias amplification: Agentic Al may perpetuate biases
in training data, leading to discriminatory outcomes

Operational risks

Unpredictable behavior: Autonomous agents may
deviate from intended goals due to real-time
adaptability

Reputational risk

Loss of trust: Biased decisions or data leaks
erode stakeholder confidence

Adversarial exploits: Malicious actors can manipulate Al
agents via prompt injections, memory poisoning or code
execution, leading to data theft or system compromise

Auditability gaps: Lack of transparency and
traceability in "black box" systems complicates
compliance reporting

Accountability gaps: Difficulty assigning responsibility for
Al-driven errors or unethical decisions that may cascade
through systems

System disruptions: Poorly tested agents can cause
operational failures (e.q., flawed decisions, resource
overload)

Public backlash: Ethical missteps (e.qg., privacy
violations) damage brand reputation
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Comprehensive risk mltlgathn Safeguarding Al systems through security measures, transparency, ethical

governance, fail-safe mechanisms, and compliance frameworks

Data privacy and compliance
Ensure compliance

Compliance with regulations like GDPR
and CCPA

Regulatory alignment
Policies to align with frameworks
like NIST Al RMF and ISO/IEC standards

Accountability structures

Al governance teams

= Establish cross-functional teams

= Define clear responsibility for Al outcomes
to specific teams / individuals

Incidence response plans
= Define protocols for addressing
breaches, biases, or system failures

Fail-safe mechanisms

Kill switch
Halt operations during malfunctions or attacks

Multi agent consensus verification
Reduce risks of rogue behavior

Continuous monitoring
SIEM tools to detect anomalies in real time

Comprehensive

risk
mitigation

Source: Reference Linkl, Reference Link2, Reference Link3

Security measures

Access controls

Implement RBAC/ABAC to limit agent
privileges to minimal required tasks

Secure tool execution

Validate Al actions, enforce multi-factor
authentication (MFA), and monitor command
chaining

Transparency and explainability
Explainable Al (XAl)

Deploy interpretable models to audit
decision logic

Immutable logs
Track all Al actions for
accountability and compliance reporting

Ethical Guidelines & Governance”
Bias Mitigation

Audit training data for fairness and

enforce ethical guidelines

Human in the loop
Require human approval for high-stakes
decisions (e.q., healthcare diagnostics)

EY
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Agentic Al is a game-changer, offering unparalleled autonomy, efficiency, and innovation. While its risks—such as security vulnerabilities, accountability
concerns, technical challenges, and transparency issues—are significant, they are manageable with the right mitigation strategies.

Implementation roadmap for the organizations

) . = Strict RBAC/ABAC control
‘ SecurltY > MFA implementation
.+ foundation Sandbox environment testing

Governance and

{2},@@' accountability >
framework
‘ = Kill switch
‘E{é' Tec?mfal > = Multi-agent verification
controls

= Cross-functional governance team
= Define responsibility matrices
= Human in loop

= Continuous monitoring

= Explainable Al
= |mmutable audit trails
= Compliance check

@)
=) Transparency
and compliance

Do

VvV vV

Implement strict RBAC/ABAC protocols with the principle of least privilege
Establish comprehensive authentication requirements, including MFA for all agent interactions
Deploy sandboxed environments for testing agent behaviors before production deployment

Establish a cross-functional governance team
Develop clear responsibility matrices defining accountability for each agent's actions
Deploy human in loop for high stake decisions

Implement kill switches with graduated intervention options (warning, restriction, shutdown)
Deploy multi-agent verification systems
Establish continuous monitoring with real-time anomaly detection

Develop explainable Al modules to interpret and audit agent decision-making processes
Create immutable audit trails capturing all agent actions
Ensure compliance with evolving regulatory frameworks, including NIST Al RMF

EY
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